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General information about the calculating and indicating device

All properties of the calculating and indicating device, whether mentioned or not, shall not
be in conflict with the legislation.

This Test Certificate is the positive result of the applied voluntary, modular approach, for a
component of a measuring instrument, as described in WELMEC 8.8, 2017.

The complete measuring instrument must be covered by relevant metrological certification
that is valid in the country where the instrument is put into use.

Tankvision Professional is a scalable tank inventory management application suited for small
terminals and depots to large refineries. The system can be provided on a standalone single
user station or as a multi-user system configured as a client server architecture.

Essential parts.

Software modules
Tankvision Professional is composed of the following modules:

Version 18.0.3

Part Drive / Folder
DCCHost.exe C:\Program Files\Common Files\Tank Farm Automation\Server
Hermes.exe C:\Program Files\Common Files\Tank Farm Automation\Server
InventoryCalculator.dll C:\Windows\system32
TankCapacityTables.dll C:\Program Files\Common Files\Tank Farm Automation\Common
TankCapacityTablesGUl.exe C:\Program Files\Common Files\Tank Farm Automation\Common
Core.Library.dll GAC (Global Assembly Cache)
Core.Enumerations.dll GAC (Global Assembly Cache)
Enumerations.dll C:\Program Files\Common Files\Tank Farm Automation\Common
TankGauging.Library.dll C:\Program Files\Common Files\Tank Farm Automation\Common
Library.dll C:\Program Files\Common Files\Tank Farm Automation\Common
Library2.dll C:\Program Files\Common Files\Tank Farm Automation\Common
TankCharacteristics.exe C:\Program Files\Endress+Hauser\Tankvision Professional
DeviceConfig.exe C:\Program Files\Common Files\Tank Farm Automation\Common Tank
Gauging.exe C:\Program Files\Endress+Hauser\Tankvision Professional
TankMimic.dll C:\Program Files\Endress+Hauser\Tankvision Professional
GridView.exe C:\Program Files\Endress+Hauser\Tankvision Professional
Single Tank.exe C:\Program Files\Endress+Hauser\Tankvision Professional
Multi Tank.exe C:\Program Files\Endress+Hauser\Tankvision Professional
CustomDesign.dll C:\Program Files\Endress+Hauser\Tankvision Professional
CustomRuntime.dll C:\Program Files\Endress+Hauser\Tankvision Professional
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Version 18.0.3

Part Drive / Folder

Weights.And.Measures.dll C:\Program Files\Common Files\Tank Farm Automation\Common

Weights.And.Measures.Wrapper.dll C:\Program Files\xCommon Files\Tank Farm Automation\Server

Reports (Ad)\Inventory.rpt C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports (A4)\SingleTankInventory.rpt | C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports (A4)\SingleTankOverview.rpt | C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports
(A4)\GaugeConfigurationSeals.rpt

C:\Program Files\Common Files\Tank Farm
Automation\Common\Reports (A4)

Reports (A4)\SoftwareSeals.rpt

C:\Program Files\Common Files\Tank Farm
Automation\Common\Reports (A4)

Reports
(Ad)\TankCapacityTableSeals.rpt

C:\Program Files\Common Files\Tank Farm
Automation\Common\Reports (A4)

Reports (AA\WMAuditTrail.rpt

C:\Program Files\Common Files\Tank Farm
Automation\Common\Reports (A4)

Tanks

SQL Datenbank

StrapTables

SQL Datenbank

Version 18.3.1

Part

Drive / Folder

DCCHost.exe

C:\Program Files\Common Files\Tank Farm Automation\Server

TankGauging.Data.dll

C:\Program Files\Endress+Hauser\Tankvision Professional

TankGauging.Interfaces.dll

C:\Program Files\Endress+Hauser\Tankvision Professional

Olympus.TankGauging.dll

C:\Program Files\Endress+Hauser\Tankvision Professional

InventoryCalculator.dll

C:\Windows\system32

RTDB_DotNET.dll

C:\Program Files\Common Files\Tank Farm Automation\Common

NSPluginNet4.dll

C:\Program Files\Endress+Hauser\Tankvision Professional

TankCapacityTables.dll

C:\Program Files\xCommon Files\Tank Farm Automation\Common

TankCapacityTablesGUl.exe

C:\Program Files\Common Files\Tank Farm Automation\Common

Core.Library.dll

GAC

Core. Enumerations.dll

GAC

Enumerations.dll

C:\Program Files\Common Files\Tank Farm Automation\Common

TankGauging.Library.dll

C:\Program Files\Common Files\Tank Farm Automation\Common

Library.dll

C:\Program Files\Common Files\Tank Farm Automation\Common

Library2.dll

C:\Program Files\Common Files\Tank Farm Automation\Common

ManualData.exe

C:\Program Files\Endress+Hauser\Tankvision Professional

Tank Gauging.exe

C:\Program Files\Endress+Hauser\Tankvision Professional

TankMimic.dll

C:\Program Files\Endress+Hauser\Tankvision Professional

TFAConfiguration.exe

C:\Program Files\Common Files\Tank Farm Automation\Common

GridView.exe

C:\Program Files\Endress+Hauser\Tankvision Professional
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Version 18.3.1

Part

Drive / Folder

Single Tank.exe

C:\Program Files\Endress+Hauser\Tankvision Professional

Multi Tank.exe

C:\Program Files\Endress+Hauser\Tankvision Professional

CustomDesign.dll

C:\Program Files\Endress+Hauser\Tankvision Professional

CustomRuntime.dl|

C:\Program Files\Endress+Hauser\Tankvision Professional

Weights.And.Measures.dll

C:\Program Files\Endress+Hauser\Tankvision Professional

Reports (Ad4)\Inventory.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports (A4)\SingleTanklnventory.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports (A4)\SingleTankOverview.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports
(A4)\GaugeConfigurationSeals.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports
(Ad)\TankConfigurationSeals.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports (A4)\SoftwareSeals.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports
(Ad)\TankCapacrtyTableSeals.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports (AA\WMAuditTrail.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Tanks

SQL Database

TankFarmAutomation

SQL Database

Remark:

A single CRC checksum is calculated on legal relevant data as stated in the table above. This
CRC will change by doing modification in the legal relevant binaries. See paragraph 1.2.5 for
the approved software version and CRC checksum.

Essential characteristics

Temperature range ambient
- -5°C/+40°C

Electromagnetic environment class

- E2

Power supply

Tankvision Professional is a purely software-based part. Power supply will be dependent on
the computer running the software.

Indication

The indication is presented in read-only mode.
- Scale interval of the indication, in m or mm, shall not be greater than 1 mm.
- Level indication information and gauge status (level balance, etc.).
- Indication of status messages, error messages and alarm messages.
- Indication of the device locking status.
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Remark:
All legally relevant measuring values are stated with a # sign if the Tankvision Professional is
sealed.

1.2.5 Software specification (refer to WELMEC 7.2)
« Software type U;
« Risk Class C;
« Extension T and S, while extensions L and D are not applicable.

Software version Checksum Remarks

18.0.3 AF09D2F83D85200334E2C49900FC84 |
FAO43F24F3

18.3.1 5AheQN3oedGoZJeocQmIfc8uOCA= | Build 43528

Software version and belonging checksum can be viewed by the display as stated in
paragraph 1.5.1.

1.2.6 Data communication
The calculating and indicating device is capable of indicating several quantities. Use for
Weights and Measures related purposes is allowed for the following quantities:
- Level;
- Temperature;
- Mass;
- Uncorrected volume;
- Volume;
- Density.

The following input(s) can be used for legally relevant data:
- Ethernet.

The following output(s) can be used for legally relevant data:
- Display;
- Ethernet.

The following transmission protocols can be used for legally relevant data:
- TCP/IP

1.3 Essential shapes

1.3.1  Markings
On the calculating and indicating device, clearly visible, at least the following is inscribed:
- Test certificate number TC8732;
- Name or trade mark of the manufacturer;
- Serial number and year of manufacture.
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1.4 Conditional parts

1.4.1 Ethernet switch (optional)
An ethernet switch can be used to combine multiple Tankvision (type NXA820) systems with
Tankvision Professional. The ethernet switch shall be tested to ensure it meets safety
requirements (e.g., UL 1604, CSA C22.2/213 (Class 1, Div. 2)).

The power supply for the ethernet switch shall be tested to ensure it meets safety
requirements (e.g., SELV).

1.5 Conditional characteristics

1.5.1  Programming
When the system is configured, the software can be sealed with a W&M certificate protected
with a password. This password can be chosen by the authorizing body. If the software is
sealed, no changes on the legally relevant configuration can be done. A change is rejected by
the system or will end in an unsealed system.

Below an overview is given on how the software version and checksum can be shown.

I Endresse Hauser
~Q__~] Alarm Event Viewer
" Aute Startup Canfiguration
M Backup and Restore
» DCC Configuration
[z= DCC Monitor

B Device Configuration Select the ‘Seal Software’ icon from the view menu:
,ﬁ Engineer Login
&) Help Centre 51 Wesghts and Messures Admitigition
A gnkw:lon Professiond Certificate  Yiew  Sesl Help
Dimensions 1R ¢

& Umdator ” !QJQ ? =

& Tankvsion Professional Cugren 202 Sndrs

) Weights and Measures

& Administation
iy Commizsioning Tool -

4 Back —
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Printing
Printing of a report using the Printer Agent. Only a one-to-one print of a tank detail report is
considered as being Weights & Measures approved.

Error messages
On the indication or indications a message is presented if the measured value is not legal
and/or a technical problem occurs.

Seals

The following seals are applied:
- The data plate is fixed to the calculating and indicating device and secured against
removal by seal or it will be destroyed when removed;
- The software is sealed with a W&M certificate protected with a password. This
password can be chosen by the authorizing body. See Annex 1 for the procedure.

Conditions for conformity assessment

- The calculating and indicating device shall be constructed in conformity with the
description and documentation folder that belong to this Test certificate;

- The seals shall be applied as described in chapter 2;

- Other parties may use this Test Certificate only with the written permission of the
producer.

Reports

An overview of the performed tests is given in Evaluation Report ER8732 revision 1 issued
together with this Test Certificate.
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General information about the sealing

When the system is configured, the software can be sealed with a W&M certificate protected
with a password. This password can be chosen by the authorizing body. If the software is
sealed, no changes on the legally relevant configuration can be done. A change is rejected by
the system or will end in an unsealed system.

Stand Alone system
To seal a Stand Alone system, follow the below steps.

2.1 New Certificate

2.2 Sealing Software

2.3 Sealing Tank Capacity Tables
2.4 Sealing Gauges

Client / Server System
To seal a Client / Server System the database communication needs to be encrypted first.
Follow the below steps first before the Stand Alone steps are performed.

3.1 Create an SQL Certificate

3.2 Apply SQL Certificate to Server
3.3 Apply SQL Certificate to Client

3.4 W & M Administration in Client
3.5 Encrypting Connection

Remark:

Paragraph numbers correspond to the Weights & Measures Manual.
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Weights & Measures Manual

2.0 Configuration

Weights and Measures configuration is performed using the Administration
tool found in the Start Menu in the following location:

Start\Endress+Hauser\Tankvision Professional\Weights and Measures

. Endress+Hauser
<p:-'[ Alarm Event Viewer
W Auto Startup Configuration
48 Backup and Restore
+| DCC Configuration
[EE DCC Monitor
% Device Configuration
ﬁ Engineer Login
@ Help Centre £
1. Tankvision Professional
& Dimensions
[E= Simulater
(@ Tankvision Professional
| Weights and Measures
&8 Adminisration
7oy Commissioning Tool -

1  Back

This is protected by two levels of security. Initially a user must have “View”
rights granted by Tankvision Professional security. In addition to the standard
level of security, the W&M certificate can only be modified by entering a
certificate password.

2.1 Certificate Configuration

This will normally be performed by the relevant authorizing body.

r -
2/ Weights and Measures Administration Endress +Hauser (2] |- |- [[&5]
View Seal Help

Ctrl+N

Copyright © 2014 M.H.T Technology Ltd Page 6 of 70
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Weights & Measures Manual

2.1.1 New Certificate
The steps to create a certificate are as follows:

1) Open the administration screen and select Certificate\New from the
menu bar.

2) In the “Create Certificate” window that opens enter and confirm the
certificate password. Complete the fields for the Certificate Creator Details
and click OK to create the certificate.

[ Create Centfcate Endress + Hauser [ (53|
Certificate Password
Password  sesessss
ConfirmPassword ~~ eessssse
Certificate Creator Details
‘Weights and Measures Agent Name  John Smith
Weights and Measures Agency HMRC
Comments
[canee |

3) An Open certificate will be created.

=S ————————— = = ]

512 Weights and Messures Administration Endress + Hauser 211 [ 20| ]
Certificate View Seal Help

M@?f e
Current Certificate
Creation Date 25/02/2014 09:57
AgentName  Jonn Smith
Agency HMRC
Comments

Type: TimeStamp Description
‘ 1 25/02/201409:57  Certificate created |

5 10 Minutes

W&M items can only be sealed whilst the certificate is open. The certificate
will remain open for a period of 10 minutes with no activity before
automatically closing.

To manually close the certificate either close the window by clicking the cross
in the top right corner, select Certificate\Close from the menu bar or click on
the Certificate icon| ..

J) Closed

Copyright © 2014 M.H.T Technology Ltd Page 7 of 70
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2.1.2 Reset Audit Trail

The Audit trail can be reset from Certificate\Reset Audit Trail in the menu

bar.
e g Endress +Hauser L))o (o ss)
Certificate | View Seal Help
New Ctrl+N
=,/ Open Ctrl+0 =)
Reset Audit Trail
kajor changes
= Print Preview Ctrl+F2
o Print Ctrl+P bn
e T ? |
Bt acity table TK016 sealed ‘
— L _ -
-l Closed

The audit trail can only be reset whilst the certificate is Open. If not already
open you will be prompted to enter the certificate password to continue.

4/ Open Certificate ==

Enter cerificate password:

(G

A screen will open to enter the details of the agent resetting the audit trail.

e ———— ———
s/ Reset Audit Trail Endress+Hauser m“-@

| !! Re-initialising the audit trail will remove the software seals

Certificate Creator Details

Weights and Measures Agent Name |

‘Weights and Measures Agency

Comments

o] (e

Enter the details and any optional comments and click OK to continue. If any
details are missing a reminder box will open, click OK to return and enter the
missing details.

Reset Audit Trail B | Reset Audit Tral (it
B, Weightsand measures agent name must be entered /I, Weights and measures agency must be entered

Copyright © 2014 M.H.T Technology Ltd Page 8 of 70
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Weights & Measures Manual

Ensure that this process takes no longer than 10 minutes or the open
certificate will close and you will be prompted to re-enter your password.

(e v — 1
.+ Open Certificate @
Enter certificate password:

l Cancel |

A new entry will be made into the Audit Trail to record the reset and a check
will be made to validate the legally significant software.

‘%Wﬁghﬁand%ﬂwr&shﬁnﬁn‘sﬁﬂ‘hn -
Certificate  View Seal Help
M@l e

Current Certificate

Endress +Hauser oS

Creation Date 27/02/2014 09:31
AgentName  John Smith
Agency HMRC

Comments  New Certificate after major changes

Type:  TimeStamp Description

‘ 222 270220141057  Alllegaly signiicant software modules valid ‘

‘221 271022014 10556 Audit trail reset ‘

4 Closed

Audit entries are not deleted. A new option will be added to the View menu to
display only the record entries made since the last reset. To view entries
made prior to the reset select View\Certificate Records.

Certificate Seal Help
| %l

Current Cj

v Records Since Last Reset

Certificate Records
All Records

Creation

The final option in the View menu, All Records, is used to display historical
records when subsequent New certificates have been created, records for any
older certificates will not be deleted but they are no longer verifiable so will be
hidden by default.

WARNING: Resetting the Audit Trail will remove all of the WW&M seals from
the software, Tank Capacity Tables and Gauges.

Copyright © 2014 M.H.T Technology Ltd Page 9 of 70
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Weights & Measures Manual

2.2 Sealing Software

In order to seal the software the certificate must be Open.

Click the certificate icon and enter the correct password to open the
certificate.

Enter certificaie password:

| ok || cancel |

Alternatively attempting to seal an item whilst the certificate is “Closed” will
open the password entry box.

An entry will be made into the event log to indicate that the certificate has
been opened.

(= — = —)|
G ights 2 asure i C Endress + Hauser L]
Certificate View Seal Help

= = W
M @ ? @ 2 E
Current Certificate
Creation Date 25/02/2014 09:57
Agent Name  John Smith
Agency HMRC
Comments
Type: TimeStamp Description =

| 4 25/02/201411:08  Certificate opened |
[

4 Open 5 10 Minutes

To check the status of the software seals click the Seal Software icon ).

'~'I'£Wag';j hts and Measures Administratit
Certificate  Wiew Seal Help

ol g
Szal Scmsare_‘

A window opens to show the seal status and validity of the legally significant
software.

& @

Copyright © 2014 M.H.T Technology Ltd Page 10 of 70
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— —
[® scsomae Endress +Hauser 11 |
’ -2 B
Manifest Header Seal Details
Product Tankvision Professional Manifest Version  1.0.0 Date Sealed [Seal Status  Unsealed
Software Release  13.0.3 Manifest Date 05/02/2014 Last Verified
Object Location Digest Validated e
DCCHost.exe C:\Program Flles\Tank F: oK
Hermes.exe C:\Program Files\Common Files\Tank Farm Automation\Server BxAZC148234FDCES123FEI1BIFBABRIASCCEFGESDA OK
RTDB_DotNET.dll C:\Program Files\Common Files\Tank F o E97C735C1CSA3AALDABCEIBECTEIDS oK
NSPiuginNet4. dll C:\Program Fil oK
InventoryCaiculator.dil CaAwindows\system32 ©xB1138F5ABB2626213D9FF20EFBACI67638FI5D56 oK
TankCapacityTables.dil C:\Program Files\Common Files\Tank F Bx6661 F 4837 1086 oK =
TankCapacityTablesGULexe C:\Program File Files\Tank F: Bx38BCBCH E4BAF oK
Core Library.dil GAC oK
Core,Enumerations.dl| GAC 9x81FBEC33BD7EEICICE69962520190677FA9E29EAA oK
Enumerations.dil C:\Program Files\ Files\Tank F: '3841C89520A1EC oK
TankGauging Library.dil C:\Program Files\Tank Fz BXEECOC247ABB45432! 7286C oK 1
Library.dit c Files\Tank Fz oK
Library2.dil C:\Program Files\Tank F: 3CCE3ES oK
TankCharacteristics.exe C:\Program Files\Endress+Hauser\Tankvision Professional BxDI21CAG6FC186873BDB2EFDS787@ECIFFDCIS1EE oK
DeviceConfig exe C:\Progt Files\Tank F: Bx57@155ACCIIEAIIEL12039AE4947805612746588C oK
ManualData exe C:\Program Files\Endress+Hauser\Tankvision Professional Bx7E383ACADE420620192C1566FF56C2E33CBIDIET OK
Tank Gauging.exe C:\Program s BA38374AECBSBDE oK
TankMimic.dil C:\Program C297BD: oK
GridView.exe C:\Program Files\Endress+HausenTankvision Professional Bx6C3879ACE24079B9201C0664B43EB23D1258B09E oK
Single Tank.exe C:\Program Bx3Ce C7DE75187C158 OK -
Close |

The software can be sealed by clicking the Seal § icon.

The seal details will update with the new status and the seal icon will “grey
out” to indicate that it will serve no further purpose whilst the seal is intact.

Seal Details

Date Sealed 25/02/2014 11:34 Seal Status  Sealed

Last Verified  25/02/2014 11:34

The window can be closed using the close window cross or the Close button.

An entry will be made into the Audit Trail to indicate that the software has
been sealed.

Type: TimeStamp Descrigtion
[ & 25/M02/201411:34  Leoally significant sofiware sealed

Copyright © 2014 M.H.T Technology Ltd Page 11 of 70
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2.3 Sealing Tank Capacity Tables

In order to seal the Tank Capacity Tables the certificate must be Open.

Click the certificate icon jand enter the correct password to open the
certificate.

Click on the “Seal Tank Capacity Tables” icon to open the Tank Capacity
Table Seals window.

£13 Weights and Measures Administestion
Certificate  View Seal Help

SN[« S

Current Certifla

Seal Tenk Capacty Tables l

T Tk Capacty Tabe Seah_ Endress Hauer 10 |
- ’- .2 B
wo Tace 10 Roe Type Vaid From Vaid To Digest Otatus Date Cesied B
1 Teoot Standard innage na na OxE204SECAISBESBEADIEEACCTIAFEASOBICCAS  Unseaied
THO02 Standard innage na e DX3530EBCBEANSINGISIOBCELEFCSATEDCIATIES  Unseaied
3 ™o Standard innage na v X2ICER9ITEIFIFIFIFIEAIAI2A6ADAFABORIEFE  Unseaied
4 TKDO4 Stancard innage na ~a Ox6B44FE5E5SFABI0STFCAGBIRS10IDIIFEFSCFA4R  Unsealnd
5 TKDOS Stancard Innage na ~a Ox2COEATONIEIBIOBBI0TECRAFESEIQASDF 231EDF  Unseased
L TKDOS Stancard Innage na na OxD17CEAEQEIELETFEIFADARIAS0LTTCEETING  Unseaied
7 Teoor Sungard innage na ra OXOSEBTECACACOCTBGEADSSASIEC1I2C2687470148  Unseaied
8 TKDO8 Stancard Innage na ~a BxCE13884FDF60765385C385847038932010805601  Unsealed
9 TXDOG Stancard Innage na ~a BxBASTES1FAAACA539123953CSFTCED200BFADFECE  Unseaed ‘E
10 TKo10 Stancard Innage a ~a @XCCR2SSFEAIDIBE2ECRETAIFOIBREEOG10312697E  Linsealed
" mon Stancard innage na na ©xl4201IEREBSFEABIS22ALEES02AS04E801708  Unseaied
2 o Stangard innage na e OXEF1SDIFSBOIAIIDICSIM9I2NIISACIOBNGCE  Unsealed
B Ton Standard innage na a OAEASAEFDAG149A210CO5802648HABGS0ITI0BE  Unseaied
14 TKO14 Stangard innage na ~a @xS869C2736850F CABBECTBCFADIDE2F67092981E2  Unseaied.
5 KD Stantard innage. a a 9(FBASB4420C690CORIRSATHOGICEIBSIIIBETIET  Unseand
% TR stanoard 1nnage wa na 0x136481CECTAS0DEBECOIMAOCEICSAIECAESISIIS  Unseaied
W Tk Standard Innage na s SuASD1AF1DESEEERS22IBINONADESENSSC  Unseaing
1 TKoe standard innage na na X7E218F(AACBBISIEGA20DE120402084FELBED  Unseaied 1
19 KO Standard innage na s O3EIDCDE3ADITIETSTECCFADDI317CEBTSIDZODE  Unsealed
_ % THon Sundad  inate na v DK2IAFSIBFFAAFEIIUREIAITDSEIZICTALIOCEAE _ Unseaiod =
[com..|

Select the table to be sealed. Multiple tables may be selected by using the
standard Windows “Shift’ and “Ctrl” selection methods. Clicking the [l icon
selects all Unsealed tables. Once a table has been selected the seal icon §
becomes active.

Click the seal icon to seal the selected Tank Capacity table(s).

T —— = — S e |
S H RS

uD Taee 10 Roe Type Vaikd From Vadia To Digest Status. Date Seaiec

1 TKOO1 Stanaan Innage na na @xE2D4FECEAIBEIBEADBEAMECCTESFEAIOBBCCAS  Sealed 25022014 1357 ‘
2 TKDO2 Standard innage na na Bx3530EBCALAAEIALS IBIBLECHFCL6ATEDCIAT763  Sealed 250212014 1357

3 TKDOS Stangard nnage. na na @x21CB8917B3F 1F 3F 3 JEA2A1246010AF ABUBBEFSE  Sealed 250202014 13.57 ‘
4 TKOO4 Stangand innage na va ONGBA4FESESSFAB0STFCAGERBS108921F6FACF44S  Sealed 250202014 1357

5 TKDOS Stancard innage na na @x2C0EA7DP1E289A06P1076(BAFBSE1OASOF2I1EDF  Sealec 250202014 1357 |
) TKDOG Stancard Innage na ~a DR1TCHEAEIIGA6TF EQFADIBTA2N4TTCHEITIIC  Seaed 250202014 1357 |
7 TKDO7 ‘Standard innage nia wa @x54B7ECACACRCTBEEAISIA9I6CILCI6747014E  Seaed 250202014 1357

s T [, s e [P ——Y

o THOOR Standard wnnage na ~a B404S7651FAARCASI912395ICSFICADIOBFADFECE  Unseaied IE
10 TKDIO Stangard Innage nia na OxCCR2SSFEALDGBA2ECEETAIFEOBSI60610312697E  Unseaied

n o mm Sagad  lonage na " MM SEIEESFEARAGSIIACSSSRIASOUEER 704 Lnsened

2 TKD12 Standard na na Ax2F1501FSER0AII0NCIEA29IL0TIISACI0BASCE  Sealed 250202014 1357

5 man Sancautonage na e [P —

14 THOM Stangan innage nia na 0xS863C2736850F CADBECTBCFADIOE2F6TOS29BIEL  Seaied 25020004 1357 |
15 TXD1S Stancard innage na ~a BxFBASBA420C620C0BI0SASBOE1(E2855320647867  Unsealed

D o — na a S ————————]

P S tonage o " - —— T —

% s sunwa  looage o b Ex7ESIBHCARCBABSSIECAIBORIMOIAFEISED  Unseaed

P iy sungsa lonage p P OXIELOCOE3AB3TOETSICCIAOOLICEETSIONO0E  Linsesnd

) standary tonace na b GHZIABFSIBFFAFENSSRESKITISEIICOMITOGSAE  Unseaied

[ Cose. |
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The window can be closed using the close window cross or the Close button.
An entry will be made into the Audit log for each table that has been sealed.

=
Certificste  View Sesl Hep

JNaf e

Curen Certcaie

Croston Dste 250220140957

Agertame.Jorn Smitn

Agency HMRC

Camments

| Tvpe  Tmestamp Description
18 25020141387  Tankcapachy table TKOYS seaied

17 250220141357  Tankcapactly table TKO12 sealed
|
|| 18 2590220141357 Tank capacy table TKOO? sealed
|
15 250020141357  Tankcapaciy table TKOOE sealed
4 250220141357 Tank capachy table TKOOS sealed
13 250220141357  Tank capaciy table TKOS seaied
|| 12 250220141357 Tank capachy table TK0O3 seaied
11 250220141357 Tank capacily table TKOO2 sealed

|[ 710 250220141357 Tank capacy table TKDO1 sealed

3 Open 5 5 Minutes.

2.3.1 TCT Locked Parameters

When a Tank Capacity Table is sealed the following items are locked and can
no longer be edited.

Field Description

TablelD User-readable table identifier

Role Indicates the table’s purpose (normal, water,
hydrostatic deformation)

Type Indicates the table’s type (innage, ullage, delta,
polynomial)

Valid From The date from which the table is deemed valid

Reference Height

The defined reference height of the tank

Shell Capacity

The defined capacity of the vessel

Points Table

The table containing the level/volume data for the
capacity table.

Polynomial Table

The table containing the polynomial data for the
capacity table (if defined as a polynomial table)

Factor for the polynomial table

Copyright © 2014 M.H.T Technology Ltd
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2.4 Sealing Gauges

In order to seal the Tank Capacity Tables the certificate must be Open.
Click the certificate icon __.lJand enter the correct password to open the

certificate.

1 H “w ~ ”
Click on the Seal Tanks/Gauges icon to open the “Tank Configuration Seals
window.

Centificate  View Seal Help
A SEYE
=l Yol e
Current Cerifficate Seal Tank/Gauges Casfiguration
it TEncress  Hauser (2. [l
-2
o —
Dy Devica Tyve Com Por Devce DU pgen LeveiSesl Tempertir® Date Seaied D "‘

@ Toa1

£ Primary Enval 854 %9 0 1 DRAGEFIEA20407807169BELECIFEIDAS22864534F9  Unsealed Unsealed

@ TxD02 il

£ Primary Enrat 354 % [] 2 @x63BAIICEIZLABANDF126AC1I67TIAFEIOFOTOSAE  Unsealed Unseaed {

@ TKD03 B

£ Primary Envaf 854 w0 0 3 BxC7SE2BASBCDF 35089759€1270232155A695085C5 Unsealed Unsealed

@ TxD0d

¢ Primary Envarase 98 ° N BXIBETATTEFS1AGT293868SAEAIDIFFIBSCFOMEDS  insealed  Unseaed

@ TXD0S

£ Primary Encat 85¢ % 0 5 OXDRFS2EABSI6ESDTI9IIBOFAGCIACAE0INTFCESAD  Unsealed  Uinseaied

@ T006

£ Primary Envat 354 3 0 ] 0xDI0CBEALSOB2AGEOE IBBAEBSCAIDEDIEISOBSELE  Unsealed  Unseaied

@ Too7

£ Primary Envat 85¢ 99 0 7 0x350061850C70685F 75821 2416CSAE 74205069064 Unsealed  Uinseaied

@ TXD08

£ Primary Envaf 35¢ S L] 8 @x37ED22CT9FACIICICHIIIEIB0ISTIA674208C41  Unsealed  Unsealed

QYKU.Y} o - - - o .

£ Primary Envat 354 % 0 ° @x74BAIEAD6ETFESCIABTAMETAS07OASBEBESICASC  Unsealed Unseated

e — — = — e

(Cioss.

Select any number of devices to enable the seal icon and click the icon to seal
the device(s).

Devices may be sealed for Level, Temperature or both.

Seal Level
Seal Temperature
Seal Level and Temperature
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[® ok Contguratin seae Endress Hauser (20 |
. L = = B
ou,  Gaue Lovel Seal  Temperature el
Dy Device Type coM Pont Deses Digest S Sen s Date Seaied o ‘
@ X001 |
£ Primary Enval 854 “ 0 1 OXEALEDBS2F S6ATADCAIIBES2152440F BEF 385682 Seaiedt Unsealed 25022014 1440 v
@ o0 E
g Prmary Envat 854 ® ] 2 OXIDIEAMAFFIIOZEIIBEEFCFACIOSIOSE2ICINY  Unsealed  Sealed 250212014 1440 v |
@ o0
T Prmay Envarase ) 0 3 OXIGEIDBFCIASFCINABASSGEARCOBASIATEIGNZS  Sealed Seaed 25020014 1440 x
@ oo
T Prmary Enarass £l 0 4 OXBSEGSITIISIIFAIGAIGOIEFEFIFERIIETEEONL  Seaed Seseq 2502001 1440 v
@ ko0
T Prmary Envatase % 0 5 OXDOFS2EASSIGESD72SIIBOFAGCMCAEDITFCSSAD  Unseded  Unsewed
@ Koo
£ Primary Envaf 854 » 0 L] OuDIOCBEALSOB2ABEIEIDBLERSCAADEIIEIS0BRESE  Unsealed  Unsealed
@ T*007
T Prmary Envat 854 @ 0 7 G:IS0061SOCTOSSSFISEIIAIGCSAETAIONNER06S Unsesed  Unseaied
@ Two0s
T Pomary Enatase = 0 3 GxIVEDZICIFCIICICOITIEIBAIIHETAINNG  Unsesled  Unsesied
@ oo
g Prmary Enal s ) [ 5 ON74BAIEIGETFESCIANIMGTAIOTIASEBERIASC  Unsemed  Unseaied
| Tenen
| Close

The default setting for sealed devices is “Manual Data Allowed” . Devices
can be toggled between manual data allowed and denied by selecting the

device and clicking the & or | icon.
The window can be closed using the close window cross or the Close button.

An entry will be made into the Audit Trail for each device that has been sealed
and each change to manual data permissions.

Cotifeste View Sesl Help
Gearss
Current Cerfificate
Creation Date 25/02/2014 02:57
Agent Name  John Smith

Agency HMRC
Comments
Type: TmeStamp Description .
25 250200181447  Gauge for TKDO3 to allow
=
24 250220141441 Gauge or TKDO3 to pravent
(23 250020141440 Gauge for TKDD4 (Level and Te

22 250220141440 Gauge configurabon sealed for TKDO3 (Level and Temperature)
21 25022014 1440 Gauge configuration sealed for TKDDZ (Temperature)
20 25022014 1440  Gauge configurabion sealed for TKDO1 (Level)

4 Open 3 4 Minutes
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2.4.1 Tank/Device Locked Parameters

When a Tank is sealed the following items are locked and can no longer be

edited.

Field Description

Tank Id The name of the tank displayed in the Ul

Tank Address The address of the instrument if an intermediary Tankvision

Multiscan is to be used to communicate with the field

Gauge Address

The address of the instrument in the field

CIU Address The address of the field communications interface (if required by
the field equipment)

COM Port The port on the computer used to communicate with the field
equipment

Backup ClIU | The address of an alternative field communications interface

Address when a deployed in a redundant configuration

Backup COM | The alternative communications port to be used when in a

Port redundant configuration

Gauge Type ID

The type of instrument employed on the tank

Tank Capacity
Table ID

The identity of the tank capacity table to be used to calculate
volumes given a product level.
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3.0 Client/Server Systems

Client PCs connected to a Weights and Measures sealed Server must have a
secure, encrypted connection to the database on the server. In order to be
valid for weights and measures the software on the client PC must also be
sealed. In most cases the supplied commissioning tool can be used to set up
the encrypted connection. However, in a few, advanced, cases it may be
necessary to set the encrypted connection up manually. For details of how to
set up a secure, encrypted connection manually see Appendix A.

3.1 Create an SQL Certificate

In order to encrypt the connection between the Server and the client an SQL
database certificate will be created by the server and imported into the client.
There is a tool to create the certificate in the Start menu

Start\Endress+Hauser\Tankvision Professional\Weights and Measures

I Endress+Hauser
@ Alarm Event Viewer
¥ Auto Startup Configuration
48 Backup and Restore
{+! DCC Configuration
[EE DCC Monitor
% Device Configuration
ﬁ Engineer Login
@ Help Centre 2
1. Tankvision Professional
&3 Dimensions
[ Simulator
I Tankvision Professional
Weights and Measures
&i& Administration
.7 Commissioning Taol -

4 Back

Click to launch the commissioning tool then click Next to proceed.
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Weights and Measures Commissioning Tool =

Welcome =

Welcome to the Weights and Measures commissioning tool.

This tool guides you through the steps needed to create an encrypted database
connection which is necessary to seal weights and messures dats on a client
machine.

Cancel

Weights and Measures Commissioning Tool
Select Certficate 7

Import certificate

©Create self-signed certificate

7 Create request file to send to certification authority

Use installed certificate

@%{Server Store Name Issuer

=74

o] ]

| cancel

The easiest method is to create a self-signed certificate. Select the option and

click Next.

Enter a certificate name and select validation dates, the issuer and subject will
be completed automatically. Click Next to continue.

The certificate will be required by any client PCs that require a secure

connection to the server.

Enter the location to export the certificate in the next screen. The Server PC
will require a restart to complete the process. If you would like to restart the
PC at a later time untick the “Restart Computer Now” box.

Weights and Measures Commissioning Tool

Create self-signed certificate ¥

Name Certificate
Issuer Gucci:sedbury.mht-technology.co.uk
. Subject  Guccisedbury.mht-technology.co.uk
[?%‘[’Sewer Valid From [01/01/2000 =
i ValidTo  [01/01/2035 =

]

Cancel

Weights and Measures Commissioning Tool
Commissioning Complete

The SQ Server certificate has been set successiully:
Issuer  CN=Guccisedbury mht-technalogy.co.uk
Name Certificate
Expires 01/01/2035 00:00
You will need to export this certificate and then use this commissioning tool to
install it on the client machines to secure the connection.
1] Export Certificate

File Name  C:\Users\Admin\Documents|\Certificate.ce

You will need to restart your computer for the changes you have made to take
effect

jyégaServer

[¥] Restart Computer Now

Finish

It may be necessary to have a relevant authority issue the certificate. In this
case a request file can be created and sent to the certification authority.
Select this option, complete the relevant fields and submit the request file to

the certifying authority.

Copyright © 2014 M.H.T Technology Ltd
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Weights and Measures Commissioning Tool - Weights and Measures Commissioning Tool

Select Certficate .4 Create Request File i

Country [eB-Gestgimnuy =]

) Create self-signed certificate

County North Yorkshire
 Create request file to send to certification authority
Location Melsonby
Organisation E+H

3 Use installed certificate
% gﬁtServer Store Name Tssuer
% | Organisational Unit

gy -
‘ “ | /‘ “ Canonical Name Guccisedbury.mht-technology.co.uk

= L S
= g Request File CUsers\Admin\Documents\Certi

Cancel | [ Beck Cancel | \7Bad< [ Next

Weights and Measures Commissioning Tool
Commissioning Complete e

Certificate request details have been written to C:\Users\Admin\Documents
\Certificate.req.

You will need to submit this file to your certfication authority so they can
produce a certificate.

. When you receive the certificate from your certification authority you will need
Server to re-run this commissioning tool to import the certificate and configure SQL
'
\ i
i 7

server.

Finish |

3.2 Apply SQL Certificate to Server

Once a cettificate has been issued it must be imported to the server using the
“Import Certificate” option

Select Import Certtificate, specify the path and filename of the certificate and
click Next and then Finish.
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Weights and Measures Commissioning Tool | | Weights and Measures Commissioning Tool =
Select Certficate -4 Import Certificate 7

©Import certificate

Specify the file you want to import.
O Create self-signed certificate

File name:
) Create request file to send to certification authority

CAUsers\Admin\Documents\Certificate.cer Browse...
5 Use installed certificate
=56l server Store , =$6L server
v v
q

Name Issuer

o \Z

Cancel

[ sak |[_nes | Cancel | Back |[ Next

Weights and Measures Commissioning Tool x
Maintain Client Certificates #

gucci
Name  Certificate

Issuer  CN=Guccisedbury.mht-technology.co.uk

Expires 01/01/2035
L%’ﬁServer

3.3 Apply SQL Certificate to Client

Once a certificate has been created for the server it must be imported to the
Client. Open the weights and measures commissioning tool and click the

Import button. Select the location of the stored Server certificate and click
Finish to close the tool.

Weights and Measures Commissioning Tool s Weights and Measures Commissioning Tool
Welcome L Maintain Client Certficates .4
Welcome to the Weights and Measures commissioning tool. gucci.
No suitable certificate instalied.
This tool guides you through the steps needed to create an encrypted database
comnection which is necessary to seal weights and measures data on a client
machine.
@, “$61 server & S0 server
I A I
/&Y
= =
[ cancel Cancel | Finish
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Weights and Measures Commissioning Tool
Maintain Client Certificates 7

guec
Name  Certificate
Issuer CN=Guccisedbury.mht-technology.co.uk
Expires 01/01/2035

L;‘ §5[Server

3.4 W & M Administration in Client

The weights and measures module on the client PC operates with a simplified
set of controls.

As with the server PC the operator is able to Open and Close the Certificate,
Preview and Print the Events report and seal the software for the client PC.

It is not possible to seal or unseal Devices and Tank Capacity Tables from a
client PC, these functions are restricted to the Server.

One additional function, Server Connections () is added to the client
Administration tool.

| )¢ Weights and Measures Administration
Certificate View Seal Help

d W3
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3.5 Encrypting Connection
Data displayed on a client PC can only be considered weights and measures
compliant when the Server\Client connection is Encrypted.

Ensure the server certificate has been applied to the client PC and select the
Server Connections option from the Veights and Measures Administration
tool.

The following window will open. Select a server from those available and click

to toggle between encrypted . and unencrypted - connection.

T S R = ]
ls - Connections [Endress +Hauser E—U@
"
i | Encrypt connection for selected servers i Fully Qualified Domain Name m
x gucci gucci.sedbury mht-technology.co.uk «

: ) .*'/ca," ‘ \\\-a'. il
g‘ Unencrypt connection for selected servers } —
3 o Server Fully Qualified Domain Name ‘:;]
« gucci gucci.sedbury.mhi-technology.co.uk «

Any weights and measures sealed data will display the appropriate indicator
when the connection is encrypted. If the connection is not encrypted the
indicators will not be present even if the data is W&M complient.
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