Issued by

In accordance with

Producer

Part

Remarks

Issuing Authority

NMi Certin B.V.
Thijsseweg 11
2629 JA Delft
The Netherlands
T +31 88 636 2332
certin@nmi.nl
www.nmi.nl

Test
Certificate

Number TC8732 revision 2
Project number 3516590
Page 1 of 1

NMi Certin B.V.

The “"Metrologiewet” (Stb. 2006, 137) and
the “Regeling nationaal autonoom geregelde meetinstrumenten”

Endress+Hauser SE+Co. KG
Hauptstrasse 1

79689 Maulburg

Germany

A calculating and indicating device, intended for use as part of an
automatic level gauge for liquid level measurements
Manufacturer’s mark or name Endress+Hauser SE+Co. KG

Type designation Tankvision Professional NXA85

Further properties are described in the annexes:
— Description TC8732 revision 2;
— Documentation folder TC8732-1.

— This revision replaces the previous revisions;
— The documentation folder is not changed.

The Designated Body, NMi Certin B.V.
15 April 2022

Certification Board

This document is issued under the provision Reproduction of the complete
that no liability is accepted and that the document only is permitted.

producer shall indemnify third-party liability. ld
This document is digitally signed and K m\

led. The digital signat b
verified in the biue rivbon atthe top  |NSTECTION
RvA 1 1]

of the electronic version of this
certificate.


mailto:certin@nmi.nl
http://www.nmi.nl/

1.1

1.1.1

Description

Number TC8732 revision 2
Project number 3516590
Page 1 of 8

General information about the calculating and indicating device

All properties of the calculating and indicating device, whether mentioned or not, shall not
be in conflict with the legislation.

This Test Certificate is the positive result of the applied voluntary, modular approach, for a
component of a measuring instrument, as described in WELMEC 8.8, 2017.

The complete measuring instrument must be covered by relevant metrological certification
that is valid in the country where the instrument is put into use.

Tankvision Professional is a scalable tank inventory management application suited for small
terminals and depots to large refineries. The system can be provided on a standalone single
user station or as a multi-user system configured as a client server architecture.

Essential parts.

Software modules
Tankvision Professional is composed of the following modules:

Version 18.0.3

Module Drive / Folder
DCCHost.exe C:\Program Files\Common Files\Tank Farm Automation\Server
Hermes.exe C:\Program Files\Common Files\Tank Farm Automation\Server
InventoryCalculator.dll C:\Windows\system32
TankCapacityTables.dll C:\Program Files\Common Files\Tank Farm Automation\Common
TankCapacityTablesGUl.exe C:\Program Files\Common Files\Tank Farm Automation\Common
Core.Library.dll GAC (Global Assembly Cache)
Core.Enumerations.dll GAC (Global Assembly Cache)
Enumerations.dll C:\Program Files\Common Files\Tank Farm Automation\Common
TankGauging.Library.dll C:\Program Files\Common Files\Tank Farm Automation\Common
Library.dll C:\Program Files\Common Files\Tank Farm Automation\Common
Library2.dll C:\Program Files\Common Files\Tank Farm Automation\Common
TankCharacteristics.exe C:\Program Files\Endress+Hauser\Tankvision Professional
DeviceConfig.exe C:\Program Files\Common Files\Tank Farm Automation\Common Tank
Gauging.exe C:\Program Files\Endress+Hauser\Tankvision Professional
TankMimic.dll C:\Program Files\Endress+Hauser\Tankvision Professional
GridView.exe C:\Program Files\Endress+Hauser\Tankvision Professional
Single Tank.exe C:\Program Files\Endress+Hauser\Tankvision Professional
Multi Tank.exe C:\Program Files\Endress+Hauser\Tankvision Professional
CustomDesign.dll C:\Program Files\Endress+Hauser\Tankvision Professional
CustomRuntime.dll C:\Program Files\Endress+Hauser\Tankvision Professional
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Version 18.0.3

Module

Drive / Folder

Weights.And.Measures.dll

C:\Program Files\Common Files\Tank Farm Automation\Common

Weights.And.Measures.Wrapper.dll|

C:\Program Files\Common Files\Tank Farm Automation\Server

Reports (A4)\Inventory.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports (A4)\SingleTanklnventory.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports (A4)\SingleTankOverview.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports
(Ad)\GaugeConfigurationSeals.rpt

C:\Program Files\Common Files\Tank Farm
Automation\Common\Reports (A4)

Reports (Ad)\SoftwareSeals.rpt

C:\Program Files\Common Files\Tank Farm
Automation\Common\Reports (A4)

Reports
(Ad)\TankCapacityTableSeals.rpt

C:\Program Files\Common Files\Tank Farm
Automation\Common\Reports (A4)

Reports (A4\WMAuditTrail.rpt

C:\Program Files\Common Files\Tank Farm
Automation\Common\Reports (A4)

Tanks

SQL Datenbank

StrapTables

SQL Datenbank

Version 18.3.1

Module

Drive / Folder

DCCHost.exe

C:\Program Files\Common Files\Tank Farm Automation\Server

TankGauging.Data.dll

C:\Program Files\Endress+Hauser\Tankvision Professional

TankGauging.Interfaces.dll

C:\Program Files\Endress+Hauser\Tankvision Professional

Olympus.TankGauging.dll

C:\Program Files\Endress+Hauser\Tankvision Professional

InventoryCalculator.dll

C:\Windows\system32

RTDB_DotNET.dll

C:\Program Files\Common Files\Tank Farm Automation\Common

NSPluginNet4.dll

C:\Program Files\Endress+Hauser\Tankvision Professional

TankCapacityTables.dll

C:\Program Files\Common Files\Tank Farm Automation\Common

TankCapacityTablesGUl.exe

C:\Program Files\Common Files\Tank Farm Automation\Common

Core.Library.dll

GAC

Core. Enumerations.dll

GAC

Enumerations.dll

C:\Program Files\Common Files\Tank Farm Automation\Common

TankGauging.Library.dll

C:\Program Files\Common Files\Tank Farm Automation\Common

Library.dll

C:\Program Files\Common Files\Tank Farm Automation\Common

Library2.dll

C:\Program Files\Common Files\Tank Farm Automation\Common

ManualData.exe

C:\Program Files\Endress+Hauser\Tankvision Professional

Tank Gauging.exe

C:\Program Files\Endress+Hauser\Tankvision Professional

TankMimic.dll

C:\Program Files\Endress+Hauser\Tankvision Professional

TFAConfiguration.exe

C:\Program Files\Common Files\Tank Farm Automation\Common

GridView.exe

C:\Program Files\Endress+Hauser\Tankvision Professional
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Version 18.3.1

Module

Drive / Folder

Single Tank.exe

C:\Program Files\Endress+Hauser\Tankvision Professional

Multi Tank.exe

C:\Program Files\Endress+Hauser\Tankvision Professional

CustomDesign.dll

C:\Program Files\Endress+Hauser\Tankvision Professional

CustomRuntime.dll

C:\Program Files\Endress+Hauser\Tankvision Professional

Weights.And.Measures.dl|

C:\Program Files\Endress+Hauser\Tankvision Professional

Reports (A4)\Inventory.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports (A4)\SingleTanklnventory.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports (A4)\SingleTankOverview.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports

(A4)\GaugeConfigurationSeals.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports
(Ad)\TankConfigurationSeals.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports (A4)\SoftwareSeals.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports

(Ad)\TankCapacrtyTableSeals.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Reports (A4)\WMAuditTrail.rpt

C:\Program Files\Endress+Hauser\Tankvision Professional\Reports (A4)

Tanks

SQL Database

TankFarmAutomation

SQL Database

Version 18.3.2

Module Drive / Folder Client*
DCCHost.exe C:\Program Files\Common Files\Tank Farm Automation\Server
TankGauging.Data.dll C:\Program Files\Endress+Hauser\Tankvision Professional X
TankGauging.Interfaces.dll C:\Program Files\Endress+Hauser\Tankvision Professional X
Olympus.TankGauging.dll C:\Program Files\Endress+Hauser\Tankvision Professional
InventoryCalculator.Std.dll C:\Windows\system32 X
InventoryCalculator.Std.Cpp.dil | C:\Windows\system32
RTDB_DotNET.dII C:\Program Files\Common Files\Tank Farm Automation\Common X
NSPluginNet4.dll C:\Program Files\Endress+Hauser\Tankvision Professional
TankCapacityTables.dll C:\Program Files\Common Files\Tank Farm Automation\Common X
TankCapacityTablesGUI.exe C:\Program Files\Common Files\Tank Farm Automation\Common X
Core.Library.dll GAC X
Core. Enumerations.dll GAC X
Enumerations.dll C:\Program Files\Common Files\Tank Farm Automation\Common X
TankGauging.Library.dll C:\Program Files\Common Files\Tank Farm Automation\Common X
Library.dll C:\Program Files\Common Files\Tank Farm Automation\Common X
Library2.dll C:\Program Files\Common Files\Tank Farm Automation\Common X
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Version 18.3.2
Module Drive / Folder Client*

ManualData.exe C:\Program Files\Endress+Hauser\Tankvision Professional X
Tank Gauging.exe C:\Program Files\Endress+Hauser\Tankvision Professional X
TankMimic.dll C:\Program Files\Endress+Hauser\Tankvision Professional X
TFAConfiguration.exe C:\Program Files\Common Files\Tank Farm Automation\Common X
GridView.exe C:\Program Files\Endress+Hauser\Tankvision Professional X
Single Tank.exe C:\Program Files\Endress+Hauser\Tankvision Professional X
Multi Tank.exe C:\Program Files\Endress+Hauser\Tankvision Professional X
CustomDesign.dll C:\Program Files\Endress+Hauser\Tankvision Professional X
CustomRuntime.dll C:\Program Files\Endress+Hauser\Tankvision Professional X
Weights.And.Measures.dll C:\Program Files\Endress+Hauser\Tankvision Professional X

C:\Program Files\Endress+Hauser\Tankvision
Reports (A4)\Inventory.rpt Professional\Reports (A4) X
Reports (A4)\ C:\Program Files\Endress+Hauser\Tankvision
SingleTankInventory.rpt Professional\Reports (A4) X
Reports (A4)\ C:\Program Files\Endress+Hauser\Tankvision
SingleTankOverview.rpt Professional\Reports (A4) X
Reports (A4)\ C:\Program Files\Endress+Hauser\Tankvision
GaugeConfigurationSeals.rpt Professional\Reports (A4)
Reports (A4)\ C:\Program Files\Endress+Hauser\Tankvision
TankConfigurationSeals.rpt Professional\Reports (A4)

C:\Program Files\Endress+Hauser\Tankvision
Reports (Ad)\SoftwareSeals.rpt Professional\Reports (Ad) X
Reports (A4)\ C:\Program Files\Endress+Hauser\Tankvision
TankCapacrtyTableSeals.rpt Professional\Reports (A4)

. . C:\Program Files\Endress+Hauser\Tankvision

Reports (AA\WMAuditTrail.rpt Professional\Reports (Ad) X
Tanks SQL Database
TankFarmAutomation SQL Database

*From revision 18.3.2 only the modules marked with X are required in the client, all modules
mentioned are required for the server.

Remark:

A single CRC checksum is calculated on legal relevant data as stated in the table above. This
CRC will change by doing modification in the legal relevant binaries. See paragraph 1.2.5 for
the approved software version and CRC checksum.

1.2 Essential characteristics

1.2.1 Temperature range ambient
- -5°C/+40°C

1.2.2  Electromagnetic environment class
- E2
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Power supply
Tankvision Professional is a purely software-based part. Power supply will be dependent on
the computer running the software.

Indication
The indication is presented in read-only mode.
- Scale interval of the indication, in m or mm, shall not be greater than 1 mm.
- Level indication information and gauge status (level balance, etc.).
- Indication of status messages, error messages and alarm messages.
- Indication of the device locking status.

Remark:
All legally relevant measuring values are stated with a # sign if the Tankvision Professional is
sealed.

Software specification (refer to WELMEC 7.2)
« Software type U;
« Risk Class C;
« Extension T and S, while extensions L and D are not applicable.

Software | Client/Server Checksum
version
18.0.3 Client & Server AF09D2F83D85200334E2C49900FC84FA043F24F3
18.3.1 Client & Server 5AheQN3o0edGoZleocQmIfcBUOCA=
18.3.2 Client 3ccg9dmYhxnBuiHOgebClhK80Ohs=
Server HRqeFCE3ft3bhkxUAMG2c55yXuY=

Software version and belonging checksum can be viewed by the display as stated in
paragraph 1.5.1.

Data communication

The calculating and indicating device is capable of indicating several quantities. Use for
Weights and Measures related purposes is allowed for the following quantities:

- Level;

- Temperature;

- Mass;

- Uncorrected volume;

- Volume;

- Density.

The following input(s) can be used for legally relevant data:
- Ethernet.

The following output(s) can be used for legally relevant data:
- Display;
- Ethernet.
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The following transmission protocols can be used for legally relevant data:
- TCP/IP

Essential shapes

Markings

On the calculating and indicating device, clearly visible, at least the following is inscribed:
- Test certificate number TC8732;
- Name or trade mark of the manufacturer;
- Serial number and year of manufacture.

Conditional parts

Ethernet switch (optional)

An ethernet switch can be used to combine multiple Tankvision (type NXA820) systems with
Tankvision Professional. The ethernet switch shall be tested to ensure it meets safety
requirements (e.g., UL 1604, CSA C22.2/213 (Class 1, Div. 2)).

The power supply for the ethernet switch shall be tested to ensure it meets safety
requirements (e.g., SELV).

Conditional characteristics

Programming

When the system is configured, the software can be sealed with a W&M certificate protected
with a password. This password can be chosen by the authorizing body. If the software is
sealed, no changes on the legally relevant configuration can be done. A change is rejected by
the system or will end in an unsealed system.
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Below an overview is given on how the software version and checksum can be shown.

L Endresse Hauser

FT Alirm Event Viewer

W Auto Startup Canfigueation

A8 Backup and Restore

t» DCC Configuration

lz= DCC Monitor

% Device Configuration

ﬁ Engineer Login

&) Help Cantre

4 Tankvision Professions
ﬁ Dimersions
7= Smdator
& Tankvsion Picfessional
) Weights and Measures

&5 Administration
Iy Commizsioning Tool

4  Back

e

LeoreM DrocIome and
SE0IUY ProgIoars ana

Al

Select the ‘Seal Software’ icon from the view menu:

“Weghts and
Cc‘ﬁﬁcoct“-\"tﬂ Ses! Help
ine? 3%

Currern

Saad Sufomara

Herewith the software version and CRC can be found:

= .
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1.5.2  Printing
Printing of a report using the Printer Agent. Only a one-to-one print of a tank detail report is
considered as being Weights & Measures approved.

1.5.3  Error messages
On the indication or indications a message is presented if the measured value is not legal
and/or a technical problem occurs.

2 Seals

The following seals are applied:
- The data plate is fixed to the calculating and indicating device and secured against
removal by seal or it will be destroyed when removed;
- The software is sealed with a W&M certificate protected with a password. This
password can be chosen by the authorizing body. See Annex 1 for the procedure.

3 Conditions for conformity assessment

- The calculating and indicating device shall be constructed in conformity with the
description and documentation folder that belong to this Test certificate;

- The seals shall be applied as described in chapter 2;

- Other parties may use this Test Certificate only with the written permission of the
producer.

4 Reports

An overview of the performed tests is given in Evaluation Report ER8732 revision 2 issued
together with this Test Certificate.
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General information about the sealing

When the system is configured, the software can be sealed with a W&M certificate protected
with a password. This password can be chosen by the authorizing body. If the software is
sealed, no changes on the legally relevant configuration can be done. A change is rejected by
the system or will end in an unsealed system.

Stand Alone system
To seal a Stand Alone system, follow the below steps.

2.1 New Certificate

2.2 Sealing Software

2.3 Sealing Tank Capacity Tables
2.4 Sealing Gauges

Client / Server System
To seal a Client/ Server System the database communication needs to be encrypted first.
Follow the below steps first before the Stand Alone steps are performed.

3.1 Create an SQL Certificate

3.2 Apply SQL Certificate to Server
3.3 Apply SQL Certificate to Client

34 W & M Administration in Client
3.5 Encrypting Connection

Remark:

Paragraph numbers correspond to the Weights & Measures Manual.
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Weights & Measures Manual

2.0 Configuration

Weights and Measures configuration is performed using the Administration
tool found in the Start Menu in the following location:

Start\Endress+Hauser\Tankvision Professional\Weights and Measures

. Endress+Hauser
@ Alarm Event Viewer
¥ Auto Startup Configuration
48 Backup and Restore
+| DCC Configuration
[EE DCC Monitor
% Device Configuration
9 Engineer Login
Help Centre
1. Tankvision Professional
& Dimensions
[E= Simulater
@l Tankvision Professional
\. Weights and Measures

72 Commissioning Tool -

1 Back

This is protected by two levels of security. Initially a user must have “View”
rights granted by Tankvision Professional security. In addition to the standard
level of security, the W&M certificate can only be modified by entering a
certificate password.

2.1 Certificate Configuration
This will normally be performed by the relevant authorizing body.

/2 Weights and Measures Administration ‘Endress+Hauser L] |- |- @
View Sea Help
New Ctrl+N
= Oy |
’:l
e i
Exit
\
Jl Closed

Copyright © 2014 M.H.T Technology Ltd Page 6 of 70
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2.1.1 New Certificate
The steps to create a certificate are as follows:

1) Open the administration screen and select Certificate\New from the
menu bar.

2) In the “Create Certificate” window that opens enter and confirm the
certificate password. Complete the fields for the Certificate Creator Details
and click OK to create the certificate.

[ Create Centfcate Endress + Hauser [ (53|
Certificate Password
Password  sesessss
ConfirmPassword ~~ eessssse
Certificate Creator Details
‘Weights and Measures Agent Name  John Smith
Weights and Measures Agency HMRC
Comments
[canee |

3) An Open certificate will be created.

e — = = =)
212 Weights and Measures Administration Endress + Hauser [ | [cs) [0 ]
Certificate View Seal Help

Beaz %

Current Certificate
Creation Date 25/02/2014 09:57
AgentName  Jonn Smith
Agency HMRC
Comments

Type: TimeStamp Description
‘ 1 25/02/201409:57  Certificate created |

5 10 Minutes

W&M items can only be sealed whilst the certificate is open. The certificate
will remain open for a period of 10 minutes with no activity before
automatically closing.

To manually close the certificate either close the window by clicking the cross
in the top right corner, select Certificate\Close from the menu bar or click on
the Certificate icon| ..

J) Closed

Copyright © 2014 M.H.T Technology Ltd Page 7 of 70
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2.1.2 Reset Audit Trail

The Audit trail can be reset from Certificate\Reset Audit Trail in the menu

bar.
R VG S e e At mesrean Endress +Hauser L] [scas (o i)
Certificate | View Seal Help
New Cl+N
= Open Ctil-0 E
Reset Audit Trail
lajor changes
=, Print Preview Cl-F2
% Print [ T
Bt acity table TKO16 sealed ‘
[
- Closed

The audit trail can only be reset whilst the certificate is Open. If not already
open you will be prompted to enter the certificate password to continue.

| . Open Certificate ==

Enter cerlificate password:

(G

A screen will open to enter the details of the agent resetting the audit trail.

| . Reset Audit Trail Endress+Hauser (211 @

| !! Re-initialising the audit trail will remove the software seals

Certificate Creator Details

Weights and Measures Agent Name |

‘Weights and Measures Agency

Comments

oo

Enter the details and any optional comments and click OK to continue. If any
details are missing a reminder box will open, click OK to retum and enter the
missing details.

Reset Audit Trail S | reset Audit Trail ===
a A
/I, Weights and measures agent name must be entered J, Weights and measures agency must be entered

Copyright © 2014 M.H.T Technology Ltd Page 8 of 70
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Ensure that this process takes no longer than 10 minutes or the open
certificate will close and you will be prompted to re-enter your password.

= » —
.+ Open Certificate @
Enter certificate password

| cancel |

A new entry will be made into the Audit Trail to record the reset and a check
will be made to validate the legally significant software.

A Weights snd Massires Adminstration
Certificate  View Seal Help
in@f e

Current Certificate

Endress +Hauser (2] (oo |- ]

Creation Date 27/02/2014 09:31
AgentName John Smith
Agency HMRC

Comments  New Certificate after major changes

Type:  TimeStamp Description
‘222 27/02/2014 10:57  All legally significant software modules valid ‘

‘221 271022014 1056 Audit trail reset ‘—

J Ciosed

Audit entries are not deleted. A new option will be added to the View menu to
display only the record entries made since the last reset. To view entries
made prior to the reset select View\Certificate Records.

3¢ Weights and Measures Administration
Certificate Seal Help
G %l

Current Cj

v Records Since Last Reset
Certificate Records
All Records

Creation

The final option in the View menu, All Records, is used to display historical
records when subsequent New certificates have been created, records for any
older certificates will not be deleted but they are no longer verifiable so will be
hidden by default.

1 WARNING: Resetting the Audit Trail will remove all of the VWW&M seals from
the software, Tank Capacity Tables and Gauges.

Copyright © 2014 M.H.T Technology Ltd Page 9 of 70
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2.2 Sealing Software

In order to seal the software the certificate must be Open.

Click the certificate icon and enter the correct password to open the
certificate.

Enter certificate password:

[ ok || cancel |

Alternatively attempting to seal an item whilst the certificate is “Closed” will
open the password entry box.

An entry will be made into the event log to indicate that the certificate has
been opened.

ey A,
G ights 2 asur i o EndressoHauserm
Certificate View Seal Help

= = 5
Bear ss 6
Current Certificate

Creation Date 25/02/2014 09:57

Agent Name  John Smith

Agency HMRC

Comments

Type: TimeStamp Description

I 4 25/02/201411:08  Certificate opened |
[

-4 Open 5 10 Minutes

To check the status of the software seals click the Seal Software icon ).

Ceﬂﬁca: View ZSeal Help

i ’ - ;—;ai&;"ware' - ;‘
A window opens to show the seal status and validity of the legally significant
software.

Copyright © 2014 M.H.T Technology Ltd Page 10 of 70
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® Seal Software Endress + auser (111 [5|
4 - B g
Manifest Header Seal Details
Proauct Tankvision Professional Manifest Version  1.0.0 Date Sealed [Seal Status  Unsealed
Software Release 1803 ManifestDate 0510212014 Last Verifed
Object Location Digest Validated
DCCHost.exe C:\Program Files\Common Files\Tank F: | oK
Hermes.exe C:\Program Files\Common Files\Tank Farm Automation\Server BxAZC148934FDCES123FE918IFBABBIASCCEFGE5DA OK
RTDB_DotNET.dll C:\Program Files\Comi Files\Tank F @ E97C735C1C5A3AALDABCE3B6CTESDS oK
NSPluginNet.dil CAProgram oK
InventoryCaiculator.dil CAwindows\system32 ©xB1138F5ABB2626213D9FF20EFBAC967638FI5056 oK
TankCapacity Tables di Ci\Program Fi Files\Tank F: 036661 4837Ct 1086 oK =
TankCapacityTablesGULexe C\Program Files\Common Files\Tank F: BX3EBCECH E484F oK
Core Library.dil GAC 1845¢ oK
Core, Enumerations.dil GAC BxB1FBEC3I3BD7EEICC 9 oK
Enumerations.dil C:\Program Files\ Files\Tank F: 3041C89520A1EC oK
TankGauging.Library.dil C:\Program Files\Tank F BXEECOC24’ BEC oK |4
Library.dit C:\Proge Files\Tank F oK
Uibrary2.dil C:\Program Fil Files\Tank F CC63ES: oK
TankCharacteristics.exe C:\Program 5! BxDI21CABEFC 1FFDCI2188 oK
DeviceConfig exe C:\Program Files\Tank F: mmon Bx57@155ACC oK
ManualData.exe C:\Program Files\Endress+Hauser\Tankvision Professional Bx7E383ACADE420620192C1566FFS6C2E33CBIDIET oK
Tank Gauging.exe C:\Program BA39374AECBSEDE oK
TankMimic.dil C:\Program C297B0: oK
GridView.exe C:\Program Files\Endress+Hausen Tankvision Professional Bx6C3879ACE24970B9281C0664B43E623D1258B09E oK
Single Tank.exe C:\Program Files\Endress+Hauser\Tankvision Professional 9x3(68403481D39ESCF13D@7EDGECCTDETS1B7C158 OK -
Close |

The software can be sealed by clicking the Seal § icon.

The seal details will update with the new status and the seal icon will “grey
out” to indicate that it will serve no further purpose whilst the seal is intact.

Seal Details

Date Sealed 25/02/2014 11:34 Seal Status  Sealed

Last Verified 25/02/2014 11:34

The window can be closed using the close window cross or the Close button.

An entry will be made into the Audit Trail to indicate that the software has
been sealed.

Type: TimeStamp Description
| 8 25/02/2014 11:34  Legally significant software sealed

Copyright © 2014 M.H.T Technology Ltd Page 11 of 70
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2.3 Sealing Tank Capacity Tables

In order to seal the Tank Capacity Tables the certificate must be Open.

Click the certificate icon jand enter the correct password to open the
certificate.

Click on the “Seal Tank Capacity Tables” icon to open the Tank Capacity
Table Seals window.

£13 Weights and Measures Administestion
Certificate  View Seal Help

SN[« S

Current Gertifiosc. ) Tone Czpadty Tabbes|
T Took Capacty Tabe Seah_ Endress Hauer 10 |
=2 35 i
wo Tace 10 Roe Type Vaid From Vaid To Digest Otatus Date Cesied -
T oo Sandad e wa 0 O AECHISCBSIADIEMEACCTIAFEASBICCAS  Unsead
T2 saned g na va 135 RIS CITEOCITIE  Unseasd
3 TROO3 Standard Innage na na 0x21CB891763F 1F 3FIFIEA2A1246010AF4008BEF98  Unsealed
4 TKDO4 Stancard innage na ~a Ox6B44FE5E5SFABI0STFCAGBIRS10IDIIFEFSCFA4R  Unsealnd
P e ot looage o e CACOEATIRLETIB TSSO  Unotad
L) TKOOS Stancard Innage na ~a OxD17CEAEQEIELETFEIFADARIAS0LTTCEETING  Unseaied
7 oo sancad iooage na va CAOSITECACACOCTIGEBSSISIECIZIEOTTELAS  Unseaied
8 THOOS Stangard nnage na ~a OxC813884FDFE0765385CI58A700932010805601  Unsealed
s om sunc  lonage w P PO —— T |d
1 Tk stanoard Innage na na OXCCR25SFEAIDSREIECEITAIFOOBRIG0S1NII2697E  Unseaied
n o mon saoadloage na va TSRS EASAS A CESAIGAERESTES  Lnsaisa
R sanes tonage wa va GCEFISDIFSERRA3IOICS M EMSISACIONNCE  Unseaied
B ™o sandad  lovane na g sl ——————
W now sandad  tooge na s GCSHEICTSEESOFCABSECTACHAOIOEFETOIIED e
D e suncas looage na v O BASSATOCECIOSAIRICEISS SIS  Lnseand
s sunawd g na v CA3ESICECTAMBECOIAKCTICSIIECAESISTIS  Unseaied
v Saaa looage na s OuASD1eF I DS SEDN SRS Lnseasa
B Wk pes Py P ——————————— |
19 RO Standard innage na 3 SIELDCDEIARITOETSTECCFADDI3IICEBTSIOO0E  Unsealed
% o sunad ane o e naassaEstErr s IS KA TISSAE_ Unsesied B
[com..|

Select the table to be sealed. Multiple tables may be selected by using the
standard Windows “Shift’ and “Ctrl” selection methods. Clicking the [l icon
selects all Unsealed tables. Once a table has been selected the seal icon §
becomes active.

Click the seal icon to seal the selected Tank Capacity table(s).

"R Tank Capaciy TabieSeas - - Endress. Houser [0 il

S H T 'l
un Tavie 10 Roie Tipe Vaid From Vadia To Oigest Status. Date Seaec

1 TKOO1 ‘Stangand Innage na va 8 JD4FECEIICB6IBOADBEAMEACCTISFEAIBBCCAS  Sealed 250220141357 |
2. TKo02 Stangand 1nage na w2 Ox35IDEOCAEANGIALES IISCECEFCE6ATEDCIAIT6S  Seaed 250272014 1357 ‘
3 TKDOG ‘Stanzany innage. na na @x21CB891763F 17 3F 3F IE42A1246010AF ABUSBEF 98 Sealed. 250202014 13.57

4 TKOO4 ‘Stanvand Innage nia ~a DXEBA4FE5E55F 48905 TFCAGE2ES108921FEFACFA4S  Sealed. 250202014 1357

5 TKDOS Stanoard innage na o @x20REA7PI1E289A06D1076(BAFBEE1OASOF 23LEDF  Sealec 250202014 1357 |
6 TKOGG Stancard Innage. i va OUBI7CEAETEINEATFEFADISTAANTICELTING  Seaod 25022014387 |
7 TKDO7 Stancaid Innage nia na @xD54BIECACACOCTBEESASIATIECIIICI67470148  Seawd 2510202014 1357

s koo Stansard innage na v SAC8138841DFED76S3SCIBBATONSI2000S601  Unseard

o TKDOR Standard Innage na na 8x0457651F4AACA5 3912395 ICSFTCID200BFADFECE  Unsealed IE
0 TKOW Standard innage nia ra XCCR2SSFEALDUBR2ECETAIFBOSEGOSIONGATE  Uncoaied

" TxOM Stancard Innage nia ~a Ox4442C01IEBEBSFEABAGSI2AESESAASDEBBITOS  Unseaied.

2 TKD12 Standard innage nia na @xEF1501FSB00AII0IC8A29I2E079I0ACIOBAGCE  Seaied 250202014 1357

13 T Stangard innage wa wa OXEASAEFIME14944 210086802048 A0SSDINISORE  Linseaind

4 TKD4 ‘Stancand innage nia na 0x5863C2736850FCADBEL7BLFADIOE2F67092981E2  Seailed 250202014 1357 |
15 DS Stancard innage nia ~a BxFBASBA420C630COBINSASBOE1(B2855329647867  Unsealed

® TR0 Stansard innage na va OXI36471CECTAIDEBECOIMOCHTCBIETETINIY  Lnseaied

v maw Stangarg Tanage na ra uASD14F1 DIISSEFRI2IIBISIIMEDESEISH  Unsealed

1® KO8 stanaan innage na n OXTESIEFCATACBESISIEBA2BDBIINOIEAFEIED  Unsedied

1 ™s stangar innage s s SX3EL0COE3ARIT0ETSIECCTADDIIICEBISIONO0E  Linsessd

I ) stangand innage na na OXZ3ABFSISFFA4FEIISSREINITOSEI2CONITO6SAE  Unseaied

| o |
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The window can be closed using the close window cross or the Close button.
An entry will be made into the Audit log for each table that has been sealed.

[Euje=sgon -~}
Cetfcate View Seal e

JN@f 39

Cument Centiate

Creston Dot 25022014 0957

Agenttama  Jorn Smin

Agency  HMRC

Comments

| Tpe  Tmestamp Description
18 25020141357  Tank capachy table TKO14 seaied

17 250220141357  Tankcapactly table TKO12 sealed

|

|| 18 2590220141357 Tank capacy table TKOO? sealed

|

I 15 250020141357  Tankcapacty table TKOOS sealed
14 250220141357 Tank capachy table TKOOS sealed
13 250220141357  Tank capaciy table TKO4 seaied
12 250220141357  Tank capachy table TKOOS sealed
11 250220141357 Tank capacil table TKOO2 sealed
10 250220141357  Tankcapachy table TKOO! sealed

3 Open. 5 5 Minutes.

2.3.1 TCT Locked Parameters

When a Tank Capacity Table is sealed the following items are locked and can
no longer be edited.

Field Description

TablelD User-readable table identifier

Role Indicates the table's purpose (normal, water,
hydrostatic deformation)

Type Indicates the table’s type (innage, ullage, delta,
polynomial)

Valid From The date from which the table is deemed valid

Reference Height

The defined reference height of the tank

Shell Capacity

The defined capacity of the vessel

Points Table

The table containing the level/volume data for the
capacity table.

Polynomial Table

The table containing the polynomial data for the
capacity table (if defined as a polynomial table)

Factor for the polynomial table

Copyright © 2014 M.H.T Technology Ltd
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2.4 Sealing Gauges

In order to seal the Tank Capacity Tables the certificate must be Open.
Click the certificate icon __.lJand enter the correct password to open the

certificate.

1 H “w ~ ”
Click on the Seal Tanks/Gauges icon to open the “Tank Configuration Seals
window.

Centificate  View Seal Help
A SEYE
=l Yol e
Current Cerifficate Seal Tank/Gauges Casfiguration
it TEncress  Hauser (2. [l
-2
o —
Dy Devica Tyve Com Por Devce DU pgen LeveiSesl Tempertir® Date Seaied D "‘

@ Toa1

£ Primary Enval 854 %9 0 1 DRAGEFIEA20407807169BELECIFEIDAS22864534F9  Unsealed Unsealed

@ TxD02 il

£ Primary Enrat 354 % [] 2 @x63BAIICEIZLABANDF126AC1I67TIAFEIOFOTOSAE  Unsealed Unseaed {

@ TKD03 B

£ Primary Envaf 854 w0 0 3 BxC7SE2BASBCDF 35089759€1270232155A695085C5 Unsealed Unsealed

@ TxD0d

¢ Primary Envarase 98 ° N BXIBETATTEFS1AGT293868SAEAIDIFFIBSCFOMEDS  insealed  Unseaed

@ TXD0S

£ Primary Encat 85¢ % 0 5 OXDRFS2EABSI6ESDTI9IIBOFAGCIACAE0INTFCESAD  Unsealed  Uinseaied

@ T006

£ Primary Envat 354 3 0 ] 0xDI0CBEALSOB2AGEOE IBBAEBSCAIDEDIEISOBSELE  Unsealed  Unseaied

@ Too7

£ Primary Envat 85¢ 99 0 7 0x350061850C70685F 75821 2416CSAE 74205069064 Unsealed  Uinseaied

@ TXD08

£ Primary Envaf 35¢ S L] 8 @x37ED22CT9FACIICICHIIIEIB0ISTIA674208C41  Unsealed  Unsealed

QYKU.Y} o - - - o .

£ Primary Envat 354 % 0 ° @x74BAIEAD6ETFESCIABTAMETAS07OASBEBESICASC  Unsealed Unseated

e — — = — e

(Cioss.

Select any number of devices to enable the seal icon and click the icon to seal
the device(s).

Devices may be sealed for Level, Temperature or both.

Seal Level
Seal Temperature
Seal Level and Temperature

Copyright © 2014 M.H.T Technology Ltd Page 14 of 70
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[® Tork Contgurationseae Endress +Havser P’Tﬁ
4 .2 i
Flakdt Manua -
Dy Device Type CoMPort Devce  SO=  ngest Lepeesl Tmperu® Date Seaka oaa (7]
@ X001
T Prmary Ervat 854 w ] 1 OEADISIFSGATADIASMBES2ISIMAOFECEIESEE2  Sesied Unseded 25022014 1440 v
@ ko0 E
¥ Prmary Envat 884 ® 0 2 GOEDILMAIFIIOSIISLEICIACISIASGLACIEN  Unsedled  Sedled 25022014 1440 v
@ o0
T Prmary Enarase % ] 3 OXIGEIDBFCIAOFCITAASABSGEAOCOBASIATEIGNFS  Sedled Seded 250202014 1440 x
@ oo
T Pprmary Encarase £ 0 4 OXBSEGSIIIISIIFAIGANGSIEFEFIFEOGITEEONE]  Seaed Sesed 25022014 1440 v
@ o0
T Prmary Envaf a5 @ 0 5 OXDOFS2EASSIGESD729IISOFAGCICAEDIOTFCESAD  Unsewed  Unsewed
@ o0
£ Primary Envaf 854 » 0 L] @xDOCBEA1SOB2A59E 30B4EBSCAADEOOEISOBEEE  Unsened  Unsealed
@ 007
T Pomary Envat 554 @ 0 7 6x1Sa061SSOCIOSSFISBIIAIGCSAETAIONNER06S Unsesled  Unseaied
@ Two0s
T pomary Enarase £ ] 3 GxI7EDZICTFACIICICHITIEIAIIFETAN4]  Unsealed  Unsesied
& o0
T Prmay Envasse ) [ 5 ONTBAIEIGETFESCIANIMGTAIOIIASEBERIASC  Unsemed  Unsewied
& Tenen
| Cuse

The default setting for sealed devices is “Manual Data Allowed” . Devices
can be toggled between manual data allowed and denied by selecting the

device and clicking the & or | icon.
The window can be closed using the close window cross or the Close button.

An entry will be made into the Audit Trail for each device that has been sealed
and each change to manual data permissions.

Current Cerfificate
Creation Date 250212014 09:57
Agent Nama  John Smith

Agancy HMRC
Comments
Type: Tmestamp Description

25 25022014 1447  Gauge configuration changed for TKDOS to allow manual data | ’

24 250220141441 Cauge for TKDO3 to prevent mar It

23 250020141440 Gauge for TKDD (Level and Te

22 250220141440 Gauge confgurabon sealed for TKDO3 (Level and Temperature)
21 25022014 1440 Gauge configuraion sealed for TKDOZ (Temperature)

20 25022014 1440 Gauge configuraion sealed for TKDD1 (Level)

¥ Open & 4 Minutes
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2.4.1 Tank/Device Locked Parameters
When a Tank is sealed the following items are locked and can no longer be

edited.

Field Description

Tank Id The name of the tank displayed in the Ul

Tank Address The address of the instrument if an intermediary Tankvision

Multiscan is to be used to communicate with the field

Gauge Address

The address of the instrument in the field

CIU Address The address of the field communications interface (if required by
the field equipment)

COM Port The port on the computer used to communicate with the field
equipment

Backup ClIU | The address of an alternative field communications interface

Address when a deployed in a redundant configuration

Backup COM | The alternative communications port to be used when in a

Port redundant configuration

Gauge Type ID

The type of instrument employed on the tank

Tank Capacity
Table ID

The identity of the tank capacity table to be used to calculate
volumes given a product level.
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3.0 Client/Server Systems

Client PCs connected to a Weights and Measures sealed Server must have a
secure, encrypted connection to the database on the server. In order to be
valid for weights and measures the software on the client PC must also be
sealed. In most cases the supplied commissioning tool can be used to set up
the encrypted connection. However, in a few, advanced, cases it may be
necessary to set the encrypted connection up manually. For details of how to
set up a secure, encrypted connection manually see Appendix A.

3.1 Create an SQL Certificate

In order to encrypt the connection between the Server and the client an SQL
database certificate will be created by the server and imported into the client.
There is a tool to create the certificate in the Start menu

Start\Endress+Hauser\Tankvision Professional\Weights and Measures

| Endress+Hauser
§] Alarm Event Viewer
¥ Auto Startup Configuration
48 Backup and Restore
{+! DCC Configuration
[EX DCC Monitor
% Device Configuration
/9 Engineer Login
@‘ Help Centre
|/ Tankvision Professional
&3 Dimensions
[= Simulator
I Tankvision Professional
Weights and Measures
I8 Administration
+.+ Commissioning Tool -

4  Back

[ Search programs and fites Pl

Click to launch the commissioning tool then click Next to proceed.
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Weights and Measures Commissioning Tool ', | | weights and Measures Commissioning Tool

Welcome Select Certficate =

Welcome to the Weights and Measures commissioning tool. Import certificate

©Create self-signed certificate.

This tool guides you through the steps needed to create an encrypted database
connection which is necessary to seal weights and measures data on a client © Creste request file to send to certification authority
machine.

Use installed certificate

= -
!?’ﬁServer E”?ﬁ[sgwer Store Name fosuer

Ve &3

Cancel Next [ concel Back |

The easiest method is to create a self-signed certificate. Select the option and
click Next.

Enter a certificate name and select validation dates, the issuer and subject will
be completed automatically. Click Next to continue.

The certificate will be required by any client PCs that require a secure
connection to the server.

Enter the location to export the certificate in the next screen. The Server PC
will require a restart to complete the process. If you would like to restart the
PC at a later time untick the “Restart Computer Now” box.

Weights and Measures Commissioning Tool Weights and Measures Commissioning Tool

Create self-signed certificate Commissioning Complete z
Nome | Certficate The SQL Server certicate has been set successiully:
Issuer  CN=Gucci sedbury.mht-technolagy.co.uk
Isuer  Gucisedbury:mht-technology.couk il B e
: Subject  Guecisedburymht-technology.coiuk - Expires 0L/01/2035 00:00
-~ = & You will need to export this certificate and then use this commissioning tool to
[?",, $Ql server e T T—C PTEOTSErEr it onth hom machines o sere he comecion
i VaidTo  [01/01/2035 = \ 9] Export Certficate
L “J L gJ File Name  C:\Users\Admin\Documents\Certificate.ce
— =54 You will need to restart your computer for the changes you have made 1o take
effect.

[¥] Restart Computer Now

Concel | Back |[_Nee | Finish

It may be necessary to have a relevant authority issue the certificate. In this
case a request file can be created and sent to the certification authority.
Select this option, complete the relevant fields and submit the request file to
the certifying authority.
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Weights and Measures Commissioning Tool = Weights and Measures Commissioning Tool ]
Select Certficate g Create Request File g

Country 8.~ Great Brtain (LK) =]

) Create self-signed certificate o e
® Create request file to send to certification authority
Location Melsonby

a0 Use installed certificate I
i gQTServer Store Name Issuer 2 §‘§{5ewer Organisation E+H

\ Organisational Unit

) I
m /‘ - Canonical Name Guccisedbury.mht-technology.co.uk

Request File Ci\Users\Admin\Documents\Certr

Cancel | [ Back Cancel | [ Back | Next

Weights and Measures Commissioning Tool D,

Commissioning Complete i

Certificate request details have been written to C:\Users\Admin\Documents
\Certificate.req,

You will need to submit this file to your certification autharity so they can
produce a certificate.

- When you receive the certficate from your certification authority you will need
ﬁfserver to re-run this commissioning tool to import the certificate and configure SQL
"

g;_/d

Finish,

3.2 Apply SQL Certificate to Server

Once a cettificate has been issued it must be imported to the server using the
“Import Certificate” option

Select Import Certtificate, specify the path and filename of the certificate and
click Next and then Finish.
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Weights and Measures Commissioning Tool = Weights and Measures Commissioning Tool

Select Certficate L Import Certificate .4
® Import ceriificate Speciy the file you want to import
) Create self-signed certficate
File name:
Create request file to send to certification authorty CAUsers\Admin\ Documents Certiicate cer [CBrowsen |

Use installed certificate

== ) | | e e

Weights and Measures Commissioning Tool

Maintain Client Certificates bt

gued
Name  Certificate
Issuer  CN=Guccisedbury.mht-technology.co.uk
Expires 01/01/2035

ti%‘?ﬁtkrver

; -
3.3 Apply SQL Certificate to Client

Once a certificate has been created for the server it must be imported to the
Client. Open the weights and measures commissioning tool and click the
Import button. Select the location of the stored Server certificate and click
Finish to close the tool.

Weights and Measures Commissioning Tool | | weights and Measures Commissioning Tool =
Welcome Lo Maintain Client Certificates i
Welcome to the Weights and Measures commissioning tool guec

No suitable certificate instalied.
This tool guides you through the steps needed to create an encrypted database
comection which is necessary to seal weights and measures data on a client
machine.

‘o Ne

il

Cancel [Chee ] Cancel |
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Weights and Measures Commissioning Tool
Maintain Client Certificates 27

gquec
Name  Certificate
Issuer  CN=Guccisedbury.mht-technology.co.uk
Expires 01/01/2035

;’j’gﬁfServer

3.4 W & M Administration in Client
The weights and measures module on the client PC operates with a simplified
set of controls.

As with the server PC the operator is able to Open and Close the Cettificate,
Preview and Print the Events report and seal the software for the client PC.

It is not possible to seal or unseal Devices and Tank Capacity Tables from a
client PC, these functions are restricted to the Server.

One additional function, Server Connections () is added to the client
Administration tool.

T giste el Measizres At atin
Certificate View Seal Help

.;"P_njgl - @
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3.5 Encrypting Connection
Data displayed on a client PC can only be considered weights and measures
compliant when the Server\Client connection is Encrypted.

Ensure the server certificate has been applied to the client PC and select the
Server Connections option from the Veights and Measures Administration
tool.

The following window will open. Select a server from those available and click
to toggle between encrypted . and unencrypted . connection.

4 A R S R sy 1 |
s -Connections ‘Endress +Hauser m
u
S l Encrypt connection for selected servers i Fully Qualified Domain Name m
7( gucci gucci.sedbury. mht-technology.co.uk «

‘Endress+Hauser L]

@Unencrypt connection for selected servers }
-

Fully Qualified Domain Name

V gucci gucci.sedbury. mhi-technology.co.uk

{:]La
v
(s |

Any welights and measures sealed data will display the appropriate indicator
when the connection is encrypted. If the connection is not encrypted the
indicators will not be present even ifthe data is W&M complient.
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