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working procedures.

s The manufacturer reserves the right to modify technical data without prior notice. Your
Endress+Hauser distributor will supply you with current information and updates to these

Instructions.
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About this document
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1 About this document

1.1 Document function

This manual describes the use of Tankvision Professional in a Weights and Measures
approved environment. It should support during the installation of Tankvision Professional
NXAS85.

It is anticipated that the system would be sealed by an approved body and access to the
sealing process would be restricted to authorized persons only.

It is only intended that Tankvision Professional supports W&M approved data for Level,
Temperature and Gauged Volume. Calculated data is dependent upon uncontrolled variables
such as Product density and free water level so is excluded from W&M certification.
Weights and Measures features for Tankvision Professional are limited to software version
18.0.3 and require a valid W&M license.

It is recommended to receive a training on the system by Endress+Hauser.

1.2 Software versions and certification

Due to the certification process with weights and measures agencies, the latest
software version might only be certified at a later stage. Also some features might be
incompatible with the weights and measure requlations and can therefore not be
combined.

1.3 Symbols

1.3.1  Safety symbols

Symbol Meaning

A DANGER DANGER!
This symbol alerts you to a dangerous situation. Failure to avoid this situation will
noo11189-6N | Tesult in serious or fatal injury.

WARNING!
A WARNING This symbol alerts you to a dangerous situation. Failure to avoid this situation can
aoo11906n | result in serious or fatal injury.

CAUTION!
A CAUTION This symbol alerts you to a dangerous situation. Failure to avoid this situation can

result in minor or medium injury.
AO0011191-EN

NOTICE NOTICE!
This symbol contains information on procedures and other facts which do not result
rooinoz-en | in personal injury.

Endress+Hauser
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1.3.2  Electrical symbols

Symbol

Meaning

A0011197

Direct current

A terminal to which DC voltage is applied or through which direct current flows.

~Y

A0011198

Alternating current

A terminal to which alternating voltage is applied or through which alternating current flows.

—

A0011200

Ground connection

A grounded terminal which, as far as the operator is concerned, is grounded via a grounding

system.

S

A0011199

Protective ground connection

A terminal which must be connected to ground prior to establishing any other connections.

1.3.3  Symbols for certain types of information and graphics

Symbol

Meaning

A0011193

Tip
Indicates additional information.

A0011195

Reference to page

Refers to the corresponding page number.

Series of steps

A0018373

Result of a sequence of actions

1.3.4  Symbols in graphics

Symbol Meaning
1,2,3.. Item numbers
i 2B Series of steps
AB,C.. Views

A0011187

Hazardous area
Indicates a hazardous area.

A

A0011188

Indicates a non-hazardous location
Safe area (non-hazardous area)

1.4 Documentation

The following documentation types are available in the Downloads area of the

Endress+Hauser website: www.endress.com/downloads

ﬂ For an overview of the scope of the associated Technical Documentation, refer to the

following:

sW@M Device Viewer: www.endress.com/deviceviewer - Enter the serial number from
the nameplate

sEndress+Hauser Operations App: Enter the serial number from the nameplate or scan
the matrix code on the nameplate
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1.4.1  Operating instructions

Document number Instrument Type of Document

BA00390G/00 Tankvision Professional System Configuration
BA00391G/00 Tankvision Professional Data Communications Controller
BA00392G/00 Tankvision Professional Installation

BA00393G/00 Tankvision Professional Maintenance

BA00394G/00 Tankvision Professional Movements System Configuration
BA00395G/00 Tankvision Professional Movements Operation
BA00396G/00 Tankvision Professional System Operation

BA01293G/00 Tankvision Professional OPC Tank Data Server
BA01294G/00 Tankvision Professional OPC TG Client Configuration
BA01295G/00 Tankvision Professional Web Server/Client System Operation
BA01336G/00 Tankvision Professional Weights and Measures
BA01363G/00 Tankvision Professional Product and Tank Data Synchronization
BA01653G/00 Tankvision Professional Simple Movements

BA01654G/00 Tankvision Professional System Monitor

1.5 Registered trademarks

Microsoft®, Windows® and Internet Explorer”

Registered trademarks of the Microsoft Corporation

Modbus®

Registered trademark of the Modbus-IDA, Hopkinton, MA, USA

Java®

Registered trademark of Sun Microsystems, Inc.

Mozilla® Firefox®
Registered trademark of the Mozilla Foundation

Android® and Google Play” are registered trademarks of Google Inc.

iPhone® and iPad® are trademarks of Apple® Inc., registered in the U.S. and other countries.

Endress+Hauser
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2 Basic safety instructions

2.1 Requirements for the personnel

The personnel for installation, commissioning, diagnostics and maintenance must fulfill the

following requirements:

= Trained, qualified specialists: must have a relevant qualification for this specific function
and task.

= Are authorized by the plant owner/operator.

= Are familiar with federal/national requlations.

= Before starting work, read and understand the instructions in the manual and
supplementary documentation as well as the certificates (depending on the application).

= Follow instructions and comply with basic conditions.

The personnel must fulfill the following requirements for its tasks:

= Trained, qualified specialists must have a relevant qualification for this specific function
and task.

= Are authorized by the plant owner/operator.

= Are familiar with federal/national requlations.

= Before starting work, read and understand the instructions in the manual and
supplementary documentation as well as the certificates (depending on the application).

= Follow instructions and comply with basic conditions.

The operating personnel must fulfill the following requirements:

» Are instructed and authorized according to the requirements of the task by the facility's
owner-operator.

= Follow the instructions in this manual.

2.2 Intended use

2.2.1  Applications

Tankvision Professional is specifically designed for operators of bulk storage facilities,
marketing terminals, refineries and pipelines. It is designed to handle all the data
acquisition, supervisory control and monitoring required in a single fully integrated solution.

Tankvision Professional integrates all major types of tank measurement instruments into
one system.

All measured and calculated tank parameters are accessible to your tank farm and terminal
operators as well as to connected host systems.

Multi-user operation is provided by the inbuilt Web Server offering the opportunity to access
data at any connected location (local or remote) e.g. for administrative and accounting
purposes.

2.3 IT security

Our warranty is valid only if the product is installed and used as described in the Operating
Instructions. The product is equipped with security mechanisms to protect it against any
inadvertent changes to the settings.

IT security measures, which provide additional protection for the product and associated
data transfer, must be implemented by the operators themselves in line with their security
standards.
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3 Identification

3.1 Product identification

The following options are available for identification of the software:

s Nameplate specifications

s Order code with breakdown of the software features on the delivery note

s Enter serial numbers from nameplates in W@M Device Viewer:
www.endress.com/deviceviewer - All information about the software is displayed.

3.2 Nameplate

The information that is required by law and is relevant to the device is shown on the
nameplate, e.g.:

= Manufacturer identification

= Device name

= Order code

= Extended order code

= Serial number

= Barcode

3.3 Manufacturer address

Endress+Hauser SE+Co. KG
Hauptstrafie 1
79689 Maulburg, Germany

Place of manufacture: See nameplate.

3.4 Order code and device version

To find out the version of your software, enter the order code indicated on the
nameplate in the search screen at the following address:
www.products.endress.com/order-ident

8 Endress+Hauser
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4 Configuration

Weights and Measures configuration is performed using the Administration tool found in
the Start Menu:

Administration

Alarm Event Viewer

Auto Startup Configuration

Backup and Restore

Commissioning Tool

NXA85_WM_111

This is protected by two levels of security. Initially a user must have "View" rights granted by
Tankvision Professional security. In addition to the standard level of security, the W&M
certificate can only be modified by entering a certificate password.

4.1 Certificate Configuration

This will normally be performed by the relevant authorizing body.

3/ Weights and M, Admini: Endress+Hauser (1] EI@
Certificate | View Seal Help
MNew Ctrl=N
;D
W‘ Print
Exit
{54 Closed

NXA85_WM_002

4.1.1  New Certificate
The steps to create a certificate are as follows:
1. Open the administration screen and select Certificate — New from the menu bar.

2. Inthe Create Certificate window that opens enter and confirm the certificate password.
Complete the fields for the Certificate Creator Details and click OK to create the
certificate.
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.+ Create Certificate Endress+Hauser (7] (523
Certificate Password
Fassword sssesses
Confirm Password sssesses

Certificate Creator Details

‘Weights and Measures Agent Name  John Smith

‘Weights and Measuras Agency HMRC

Comments

Cancel |

NXA85_WM_003

3. An Open certificate will be created.

417 Weights and Measures Administration ﬂlﬂl@

Certificate  View Seal Help

Current Certificate

Creation Date  19/07/2017 13:35
Agent Name  John Smith

Agency HMRC
Comments
Type: TimeStamp Description

18/07/2017 13:35 Certificate created

v

5 10 Minutes

NXA85_WM_112

W&M items can only be sealed whilst the certificate is open. The certificate will remain open
for a period of 10 minutes with no activity before automatically closing.

To manually close the certificate either close the window by clicking the cross in the top right
corner, select Certificate — Close from the menu bar or click on the Certificate toolbar

button .
~4l Closed

NXA85_WM_006

4.1.2 Reset Audit Trail

ﬂ Resetting the Audit Trail will remove all of the W&M seals from the software, Tank
Capacity Tables, Tanks and Gauges.

The Audit trail can be reset from Certificate — Reset Audit Trail in the menu bar.

Endress+Hauser
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;]': WA, -,- and M A A

Certificate | View Seal Help

Endress+Hauser EI@

New Ctrl=N
”} Open Ctrl+0O
Reset Audit Trail
ajor changes
= Print Preview Ctrl+F2
e  Print Ctrl+P on
=
3 acity table TKO16 sealed
Exit
[
(il Closed

NXA85_WM_007

The audit trail can only be reset whilst the certificate is Open. If not already open you will be
prompted to enter the certificate password to continue.

. Open Certificate @

Enter certificate password:

A screen will open to enter the details of the agent resetting the audit trail.

NXA85_WM_008

.+ Reset Audit Trail Endress+Hauser (7.] @

| ! N Re-initialising the audit trail will remove the software seals |

Certificate Creator Details

Weights and Measures Agent Name |

‘Weights and Measures Agency

Comments

NXA85_WM_009

Enter the details and any optional comments and click OK to continue. If any details are
missing a reminder box will open, click OK to return and enter the missing details.

s ~
Reset Audit Trail ==

4 I\ Weights and measures agent name must be entered

NXA85_WM_010

11
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Reset Audit Trail ==

I_\ Weights and measures agency must be entered

NXA85_WM_011

Ensure that this process takes no longer than 10 minutes or the open certificate will close
and you will be prompted to re-enter your password.

. Open Certificate @
Enter certificate password:

(o) (s

NXA85_WM_012

A new entry will be made into the Audit Trail to record the reset and a check will be made to
validate the legally significant software.

I Weights and Measures Administration SR HE )
Certificate View Seal Help

iNafta o

Current Certificate
Creation Date  19/07/2017 13:35

Agent Name  John Smith

Agency HMRC
Comments Audit Trail needed resetting
Type: TimeStamp Description
2 18/07/2017 13:38 Audit trail reset
1 19/07/2017 13:35  Certificate created
|
+ Open 5 10 Minutes

NXA85_WM_113

Audit entries are not deleted. A new option will be added to the View menu to display only
the record entries made since the last reset. To view entries made prior to the reset select
View — Certificate Records.

]2 Weights and M Admini
Certificate | View | Seal Help

= M v Records Since Last Reset
: Certificate Records

Current Ceg

All Records
Creation

NXA85_WM_014

The final option in the View menu, All Records, is used to display historical records when
subsequent New certificates have been created, records for any older certificates will not be
deleted but they are no longer verifiable so will be hidden by default.

Endress+Hauser
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4.2 Sealing Software

In order to seal the software the certificate must be Open.
Click the certificate icon | | on the toolbar and enter the correct password to open the
certificate.

. Open Certificate @

Enter certificate password:

NXA85_WM_015

Alternatively attempting to seal an item whilst the certificate is "Closed" will open the
password entry box.
An entry will be made into the event log to indicate that the certificate has been opened.

41 Weights and Measures Administration il ] E
Certificate  View Seal Help

i@ @

Current Certificate

Creation Date  19/07/2017 13:35

Agent Name  John Smith

Agency HMRC
Comments Audit Trail needed resetting
Type: TimeStamp Description
3 18/07/2017 13:38 Certificate opened
o
+ Open 5 8 Minutes

NXA85_WM_114

To check the status of the software seals click the Seal Software icon M on the toolbar.

4 Weights and Measures Administration
Certificate View Seal Help

i@?ta s@
Current

NXA85_WM_115

A window opens to show the seal status and validity of the legally significant software.

Endress+Hauser 13
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Endress +Hauser [ <]’
R Seal Software [
‘ ®» = =
Manifest Header Seal Details
Product Tankvision Professional Manifest Version  1.0.0 Date Sealed Beal Status  Unsealed
Software Release  18.1.0 Manifest Date 18/07/2017 Last Verified
Summary Digest  1f3Ndj6Zv/gYY/Or8RF6igTDsTA=
Object Location Digest Validated
DCCHost.exe C:\Program Files\Common FilesiTank Farm Automation\Server A73C)+1zqTSCFIgnoTYkYSrowyk= CK
TankGauging.Data.dil C:\Program Files\Endress+Hauser\Tankvision Professional LreYKz0jivFAblmigrkSIQxGDYQ= CK
TankGauging.Interfaces.dll C:\Program Files\Endress+Hauser\Tankvision Professional eB/n1QvqaB2hXIwiqpakilRIjjs= OK
Olympus. TankGauging.dil C:\Program Files\Endress+Hauser\Tankvigion Professional 98LVEKSW1XeX7LoiCeysrO1I5Fe= OK
InventoryCalculator.dll C:\Windows\system32 EFIRLTxBhp7vMbdye+5kagyQuon= OK
RTDB_DotNET.dll C:\Pragram Files\Gommon FilesiTank Farm Autemation\Common bevl jHayautwBATIECEOhy kGXuk= OK
NSPluginNet4.dil C:\Program Files\Endress+Hauser\Tankvision Professional slm3wikKqzfasyFIZH3RgXWK jD4= OK
TankCapacityTables.dll C:\Program Files\Common Files\Tank Farm Automation\Common vhHyjd31zqRQpqIGPMYFUFWS7RI= OK
TankCapacityTablesGUl.exe C:\Program Files\Common Files\Tank Farm Automation\Common 9mg/bmcKM8oLrT/BOOUGFPALARE= OK
Core.Library.dll GAC KOTFebUR@AOSOH2ATSU2 jouju/0= OK
Core Enumerations. dil GAC T6+FquF7+6PbpHFF7TfcTRINBET OK
Enumerations.dil ‘C:\Program Files\Commeon Files\Tank Farm Automation\Common 91BAQKS87mAdxGETVCVMMgnue +XI= OK
TankGauging.Library.dil C:\Program Files\Commeon Files\Tank Farm Automation\Common aEmhhDi2WUCVhsvMCrST2Fm3CgU= OK
Library.dil C:\Program Files\Gemmen Files\Tank Farm Automation\Commen 7F /MERMANAUY 1WEXVZGGPS SSApU= OK
Library2 dll C:\Pragram Files\Common Files\Tank Farm Automation\Common sgax+h3iui7KHEO2Yhe/cakaaas OK
ManualData.exe C:\Program Flles\Endress+Hauser\Tankvision Professional bDzdmjH+qtmgzXdSEPUK] YWbEHS= OK
Tank Gauging.exe C:\Program Files\Endress+Hauser\Tankvision Professional £93qL0OpNBP7DHELQIbkNPeAzZLA= OK
TankMimic.dil C:\Program Files\Endress+Hauser\Tankvision Professional J0323gAYBNheEVZDZYNA/SB2LT OK
TFAConfiguration.exe C:\Program Files\Common Files\Tank Farm Automation\Common 1840d7t 21 JWLXTABGF f +w7 360F4- OK
GridView.exe C:\Program Flles\Endress+HausenTankvision Professional 2¥BM1 31w cLbXHXpgotWELOs [Eg= oK
Close

NXA85_WM_116

The software can be sealed by clicking the Seal § icon.
The seal details will update with the new status and the seal icon will "grey out" to indicate
that it will serve no further purpose whilst the seal is intact.

Seal Details
Date Sealed 19/07/2017 14:37 Seal Status  Sealed
Last Verified 18/07/2017 14:37

Summary Digest  1f3Ndj6ZvigYY/9r8RFEigTDsTA=

NXA85_WM_117

NXA85_WM_022

The window can be closed using the close window cross or the Close button.
An entry will be made into the Audit Trail to indicate that the software has been sealed.

Type: TimeStamp Description

5 19/07/2017 14:37 Legally significant software sealed

i)

NXA85_WM_118

4.3 Sealing Tank Capacity Tables

In order to seal the Tan
Click the certificate icon |
certificate.

Click on the Seal Tank Capacity Tables icon to open the Tank Capacity Table Seals
window.

pacity Tables the certificate must be Open.
on the toolbar and enter the correct password to open the

Endress+Hauser
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217 Weights and Measures Administration

Certificate  View Seal Help
DRt e
Curent Certificd Seal Tank Capacity Tables

NXA85_WM_119

® Tank Capacity Table Seals
- - = A\
S HEE S
Table ID Role Type:
TKOO1 Standard Innage
TKO02 Standard Innage
TKOO3 Standard Innage
TKOO04 Standard Innage
TKO05 Standard Innage
TKO0& Standard Innage
TKOO7 Standard Innage
TKO08 Standard Innage
TK009 Standard Innage
TKO10 Standard Innage
TKO11 Standard Innage
TKO12 Standard Innage
TKO13 Standard Innage
TKO14 Standard Innage
TKO16 Standard Innage
TKO16 Standard Innage
TKO17 Standard Innage
TKO18 Standard Innage
TKO19 Standard Innage
THO20 _Standard Innage

Summary Digest : iXfxSj+P5SmleWwZGNcAPWAZZnBE=

Valld From Valid To Digest
nia 9+paRkslg1EMPk/Ebv]xxFLmlUoM
na EAWzbt1Hg8EQCCVIRSQpZAMTAIE=
nia KjFao¥BoQ2+/4qc7F2q4g0TwvDo
nia PFVU/AKFyZ3vIgtcod 1hNEeagAd=
nia 15PQE i kvXyuJU47PLpEd7aW/HRO
na JGBLErLIdvZViZhHBUmCSYkgksY=
na DHNNy /RNSP2XEHEYhZKMVAF XpUg=
na KEAbTYNTanGenbYeSOMmAAE /XXk=
nia farkGeo7PE35sLs7/9ECG/ FvuLU=
na hT58ZykB8clarwIXEawzMloigds=
nfa 5/wIETHIRIGEBIMMPSREOLEURS M=
nia SCrqxLO2y9qiZHRIUCENHmIM/ MM=
na AypfAIVAYBEE18yRAYYV178z lwd=
nia UEJqDhVG51DUGKPUCt JKPIbmZ 24
nfa FexsifFLayw//qar38fiyiskzznvg=
nia ynooz L PEWU1IWERFPQ/X/4A2a10Q
na zgaHF fCGpmoceMutAgAoA9Ugjto=
nia LuAqewk JUFeuzXKuel UTzCC 190k
na rYKpamLOoUf 1vDrzo+HaszFbrot=
va _3VZXaSYboSOkEMEVDI 1Z2Us TOBO:

Status
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed

_Unsealed

Date Sealed

Close

NXA85_WM_120

Select the table to be sealed. Multiple tables may be selected by using the standard Windows

"Shift" and "Ctrl" selection methods. Clicking the
least one unsealed table has been selected the seal icon § becomes active.

Click the seal icon to seal the selected Tank Capacity table(s).

icon selects all Unsealed tables. Once at

® Tank Capacity Table Seals
pt ;: ' f. \é Summary Digest : iXIxSj+PSmleWwZGNCAPWIZZnIE= '
Table ID| Seal selected tank capacity tables |e: Valld From Valid To Digest Status Date Sealed
TKOO1 Standard Innage na nia 9+paRs1g1EMPk/EbvixxfLmluoH= Unsealed
TKO02 Standard Innage na nia Eduzbt1Wg8gQCCvIRSQpZemTdIE= Unsealed
TK003 Standard Innage na nia KjFaoy8oQ2+/4qc7F2q4g0dwvDo=  Unsealed
TKO04 Standard Innage nfa nia pFVu/AKfyZ3vIgtcalihNEeagAd= Unsealed
TK005 Standard Innage nia nia 15PQEi kvXyuIU4ZPLpEA7EH/HRo=  Unsealed
TKO0& Standard Innage na nia JGBLErLIdvZViZhNSUmcSYkgksy= Unsealed
TKOO7 Standard Innage na nia DHnNy/RNSP2XEeHEYhZKmv4AFxpug=  Unsealed
TKO008 Standard Innage na na KEAbFVNTanGenbYeS@MmAAE/XXk=  Unsealed
TK00S Standard Innage na nfa farkGeo?PE3Ss]s7/oECG/Tvull=  Unsealed
TKO10 Standard Innage na nia hT58ZyKB8clarwIXEawzMloigos= Unsealed
TKO11 Standard Innage na nfa 5/wItTHIRIGESIMMPSRID16URSM=  Unsealed
TKO12 Standard Innage na nia SCrgxt02y9qiZNRIUCENHM/ M=  Unsealed
TKO13 Standard Innage nfa nfa AypTALvayeggisyRayyvirezlwa=  Unsealed
TKO14 Standard Innage na nia uEJqDhvG51DUQKPUCt KPIbmZz4=  Unsealed
TKO15 Standard Innage nfa nia fexsiFLiw//qar3sfayiskzanvg=  Unsealed
TKO16 Standard Innage na nia ynBoz1PBwU1IWERFPq/X/4n2a70~ Unsealed
TKO17 Standard Innage nia nia 2gaNEFCGpmaceMutAqASasUqito=  Unsealed
TKO18 Standard Innage na nia LuAqewk JUFeuzXKueLUTzCCi90k Unsealed
TKO19 Standard Innage na nia rYKpemLOoUf1vDrze+HaszFbroM=  Unsealed
TKO20 Standard Innage nfa nia 3vZXasYba5okeMtvDI1ZzUsTooR-  Unsealed
Close

The window can be closed using the close window cross or the Close button.
An entry will be made into the Audit log for each table that has been sealed.

NXA85_WM_122
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View Seal Help

i@ @

Current Certificate

4 Weights and Measures Administration
Certificate

%

Creation Date 19/07/2017 13:35

|

Agent Name  John Smith
Agency HMRC
Comments
Type: TimeStamp Description
1w 19/07/2017 15:12  Tank capacity table TCT(TablelD=TK002;Role=0) sealed
i)
16 18/07/2017 15:12 Tank capacity table TCT(TablelD=TK007;Role=0) sealed
15 18/07/2017 15:12 Tank capacity table TCT(TablelD=TK001;Role=0) sealed
O
i 14 18/07/2017 15:12 Tank capacity table TCT(TablelD=TK004;Role=0) sealed
o
[ 13 18/07/2017 15:12 Tank capacity table TCT(TablelD=TK003;Role=0) sealed
L0
i 12 18/07/2017 15:12 Tank capacity table TCT(TablelD=TK005;Role=0) sealed
o J
| 1 19.."DT|'2E}“17 16:12 Ta.nk capacity table TCT(TabIeID=TKd1 4;Rule=t|} sealed 1
+ Open 5 10 Minutes.

4.3.1 Tank Capacity Table Locked Parameters

When a Tank Capacity Table is sealed the following items are locked and can no longer be

edited.

NXAB5_WM_123

Field

Description

TableID

User-readable table identifier

Role

Indicates the table’s purpose (normal, water, hydrostatic deformation)

Type

Indicates the table’s type (innage, ullage, delta innage, delta ullage, polynomial)

Valid From

The date from which the table is deemed valid

Points Table

The table containing the level/volume data for the capacity table

Polynomial Table

The table containing the polynomial data for the capacity table (if defined as a
polynomial table)

Factor for the polynomial table

4.4 Sealing Gauges

In order to seal gauges the certificate must be Open.

Click the certificate icon |

certificate.

| on the toolbar and enter the correct password to open the

Click on the Seal Gauges icon to open the Gauge Configuration Seals window.

16
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4 Weights and Measures Administration

Certificate  View Seal Help

iR fa seHE

Current Certificate | Seal Gauges Configuration |

NXA85_WM_124

# Gauge Configuration Seals

El

Description

Dev_2
Dev_3

TK003_1
TKOO4_1
TK005_1
TK006_1
TKOO7_1
TKO08_1
TKO08_1
TKO10_1
TKO11_1
TKO12_1
TKO13_1
TKO14_1
TKO15_1
TKO16_1
TKO17 1

e B B B B B B B B B B B B B B B B

® 2

Device Type

Modbus TG
Modbus TG

Tank Side Monitor N
Modbus TG

Enraf 854

Enraf 854
Whessoe WMS00
Whessoe WM550
Enraf 811

L&J MCG2000
L&J MCG2000
Enraf 990

GPE 31423

‘Saab REX
Modbus TG

Enraf 873

Saab REX

‘Summary Digest : iXfxSj+P5mieWwZGNcAPWAZZn9E=

COM Port

Simulator
Simulator
Simulator
Simulater
Simulater
Simulater
Simulator
Simulator
Simulator
Simulator
Simulator
Simulater
Simulator
Simulator
Simulater
Simulator

Simulater

Field
Device
Address

Gauge

Address  D19%st

1 NTBxwdM+AEF71CDBGVIZM] bgaT=

I - I N
c3occopgocwooamo oo o

VOPORNHW30Ca+D0OV1cOCrDSRQk=
hVaghcpeAbCUBAV1kFnTasL50g=
gtedj+IwrgILApKEIUNXXQBOMT 0=
2v1uGMIwlvjoeebrpLsfuzyTImo=
+QxF Jmwhs+ j6bbkC1KFRgpiQERg=
abDIZ3u1e0¥Za60ZNQ4cREGKFOD=
wiSELTUBYpd1w3 xDpwCnUSkihL 5=
QtLsxdapRiefaqZtIX+Ajmeacug=
nTSFtvDbIpHWIU7F OHgmnTRb+Ak=
K5qe17zPbCIKGBbLER] /ML7ZYT=
NTKQS6yq61KkGyBdESgWSPY jenk=
FPEPHOUZDZINBATUCX+S0ME/ Nt

2mB5IROkYuh9gF11dI30ne 1 Ixyl=
SXrRIp892bXi 2px7aCTHWIBMHAY:

YiiwC jtFhDvFbC1Sscéxy/ zibdu=
E/coC il ilCmv17BobI96Ep5XXAS

Level Seal
Status
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed

Unsealed

Temperature
Seal Status

Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed

Unsealed

Inventory
Seal Stanys D€ Sealed

Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed
Unsealed

Unsealed

NXA85_WM_125

Select the gauge to be sealed. Multiple gauges may be selected by using the standard

Windows 'Shift” and 'Ctrl’ selection methods. Once at least one unsealed gauge has been
selected the seal icon § becomes active. Clicking on the seal icon allows selection of the
type of seal to apply.

® Seal Gauges

[] Seal Level
[] Seal Temperature

[ ] Seal Inventary

Cancel

Gauges may be sealed for Level, Temperature or Inventory. If gauges are sealed for
inventory, then they are implicitly sealed for level and temperature as well. Once the type of
seal(s) required have been selected, the OK button will become active and can be clicked.
Clicking the OK button will apply the selected seal types to the selected gauges.
The window can be closed using the close window cross or the Close button.
An entry will be made into the Audit Trail for each device that has been sealed and each
change to manual data permissions.

NXAB5_WM_126
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4 Weights and Measures Administration

Certificate View Seal Help

i@ @

Current Certificate

Creation Date  19/07/2017 13:35

Agent Name  John Smith

Agency HMRC

Comments

Type: TimeStamp

Description

21 18/07/2017 16:13

Gauge configuration sealed for Gauge(Tag=Dev_2) (Level and Temperature)

K
20 19/07/2017 16:13 Gauge configuration sealed for Gauge(Tag=TK004_1) (Level and Temperature)

O

i 19 19/07/2017 16:13 Gauge configuration sealed for Gauge(Tag=TK003_1) (Level and Temperature)

O

+ Open 5 8 Minutes

4.41

NXA85_WM_127

Gauge Locked Parameters

When a Tank is sealed the following items are locked and can no longer be edited.

Level Temp. Inv. | Field Description
v v v Device Address The address of the instrument in the field
v v v Tank Address The address of the instrument if an intermediary field
communications device is to be used
v v v DC Address The address of the field communications interface (if
required by the field equipment)
v v v Backup DC Address | The address of an alternative field communications
interface when deployed in a redundant configuration
v Port The port used to communicate with the field equipment
v Backup Port The alternative port to be used when deployed in a
redundant configuration
v Device Type The type of the gauge
v DCC Host Modbus Host map configuration
Configuration
v v Auxiliary 1 ... Auxiliary item data fields
Auxiliary 16
v Type of Instrument | Required for gauge types which offer different protocols
for level. Specifies the protocol ('A’ = GPP, 'B’ = GPU etc.)
used to read level from the gauge
v Type of Record Required for gauge types which offer different requests
for level. Specifies the request used to read level from the
gauge
v Dimensions:
Level Units used when reading Level from the device
Temperature Units used when reading Temperature from the device
Pressure Units used when reading Pressure from the device
Density Units used when reading Density from the device
Float Diameter Diameter of the gauge float
Float Weight Weight of the gauge float
Float Reference The density of the fluid in which the float was calibrated
Density

Endress+Hauser
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Level Temp. Inv. |Field Description
v Gauge Temperature | The linear coefficient of thermal expansion for the gauge
Coefficient and its mountings
v Gauge Reference The temperature at which the gauge was calibrated
Temperature

4.4.2 Port Locked Parameters

When any gauge is sealed on a port, the following items are locked and can no longer be

edited.
Port Type Field Description
Network Port Address The remote network address to connect to
Network Port Port The TCP port for the remote connection
Serial Port COM Port The COM port that the loop is connected to
All DCC Address The address of the slave machine when using the Datacon Protocol

4.5 Sealing Tanks

In order to seal tanks the certificate must be Open.

Click the certificate icon on the tool-bar and enter the correct password to open the
certificate.

Click on the Seal Tanks icon to open the Tank Configuration Seals window.

217 Weights and Measures Administration
Certificate View Seal Help
i@ T @
Cument Certificate Seal Tanks Configuration
NXA85_WM_128
# Tank Configuration Seals E
_:R \ﬁ Summary Digest . iXfxSj+PomleWwZGNcAPWdZZn9E=
Manual
Tank ID Digest Level Seal Temperature Inventory  Manual Data Date Sealed Data
Status Seal Status ~ Seal Status ~ Seal Status Allowed
& TKoo SMHENCRE1WIZDZ PFm+oxSGTq/75=  Unsealed Unsealed Unsealed Unsealed
@ TKo02 n)Ezdv1l/s/+eyUf+8rtzqefu2ty=  Unsealed Unsealed Unsealed Unsealed
Y
B TKo03 TIkRjPQSt4k1T3ex31/8BDYckWY= Unsealed Unsealed Unsealed Unsealed
= TKoo4 xbAN22PQKhhYBALEFBEWXONSK2k=  Unsealed Unsealed Unsealed Unsealed
& TKoos Era¥YXBuLKF5TUbM@nnxve7Iu7ss= Unsealed Unsealed Unsealed Unsealed
@& TKoo6 WALBYYSGImSMWSUSFZmE7KnYow=  Unsealed Unsealed Unsealed Unsealed
Y

& TKoo? 0050CcIJUVRITIAQY1MsMgG29vac=  Unsealed Unsealed Unsealed Unsealed
& TKoos StQnvgIxQTIocChbeQrmoh0ZKexQ= Unsealed Unsealed Unsealed Unsealed
= TKoo3 yIwdBMrs jo+tCbvkvlx3seqdaFGe=  Unsealed Unsealed Unsealed Unsealed
& TKo1o 9P1NcDIpRkrbbxhLA435]60+1aE= Unsealed Unsealed Unsealed Unsealed
& TKo1 Fh/RAXdZSERbUIgOBZETOFYCVAU= Unsealed Unsealed Unsealed Unsealed
& TKo12 2FQcAQuVTUhIPOIAKwIUgHOMDSU=  Unsealed Unsealed Unsealed Unsealed

TKOD13 JGVeBG1VBI+GTWVOEp 7XABKGY Unsealed Unsealed Unsealed Unsealed

i BaF

& TKo14 LYLeMraFCpm39TTyZPES1IIdkaY= Unsealed Unsealed Unsealed Unsealed

TKO1S Hj1zq6CWuT5ZoHbISWIZBALCLET Unsealed Unsealed Unsealed Unsealed

J1zq
& TKo16 AbUB+SA9bT/pzxrM7ressoQZyEmM=  Unsealed Unsealed Unsealed Unsealed
@ TKO17 OANT v ZMXLAN | mE+buduny udfOw Unsealed Unsealed Unsealed Unsealed |
Close

NXA85_WM_129

Select the tank to be sealed. Multiple tanks may be selected by using the standard Windows
"Shift’ and 'Ctrl’” selection methods. Once at least one unsealed tank has been selected the
sealicon § becomes active. Clicking on the seal icon allows selection of the type of seal to

apply.
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® Seal Tanks *

[ Seal Level
[] seal Temperature

[] Seal Inventory

[7] seal Manual Data

OK Cancel

NXA85_WM_130

Tanks may be sealed for Level, Temperature, Inventory or Manual Data. If tanks are sealed
for inventory, then they are implicitly sealed for level and temperature as well. Once the type
of seal(s) required have been selected, the OK button will become active and can be clicked.
Clicking the OK button will apply the selected seal types to the selected tanks.

# lank Configuration Seals E
‘ ; \.13 Summary Digest : k10+/GmWZWhwNcieJM285Ru240=
I
B Digest Level Seal Temperature Inventory ~ManualData po oo Mg;‘t‘f
Status Seal Status  Seal Status ~ Seal Status
Allowed
= TKo01 /MHENCRE1WIZDZ PTm+oxS5GTy/7s= Sealed Unsealed Unsealed Unsealed 20/07/2017 09:10 v/
= TKooz nlezdvl/s/+eyuf+8rt7q+fN2ty= Unsealed Sealed Unsealed Unsealed 20/07/2017 09:10 ~
= TKOO3 TIKRjPQSt4k1T3ex31/8BDYckWY= Sealed Sealed Sealed Unsealed 20/07/2017 09:10 v
= TKoo4 xbAN22PQKhhYBALEFBEWXONSK2k=  Unsealed Unsealed Unsealed Sealed 20/07/2017 09:10 ~<
& TKD05 EroYXBuLKFSTUbM@nnxve7Ju7ss= Unsealed Unsealed Unsealed Unsealed
= TK0os 1WAL8yYSGmmMSTWSUSFzmB7KnYow=  Unsealed Unsealed Unsealed Unsealed
@ TKoo7 0050CCIUVRATIAQY1MsMgG29vac=  Unsealed Unsealed Unsealed Unsealed
= TKoos StQnvgIxQTlocChb8Q@rmoh0ZKexQ= Unsealed Unsealed Unsealed Unsealed
@ TKDo3 yIw4BMrs jo+tChvkVlx35eqdFGe=  Unsealed Unsealed Unsealed Unsealed
= TKo10 9P1NcD2pRkrbbxhLA435)69+1aE=  Unsealed Unsealed Unsealed Unsealed
= TKo1 Fh/RAXdZSERDUI gOBZ@T@FYC VAL Unsealed Unsealed Unsealed Unsealed
= TKo12 zFQeAQoVTUhIPo)AKwIUgHOMDSU=  Unsealed Unsealed Unsealed Unsealed
& TKo13 jGvesG1VBi+GINVOEqp7x48KGYY= Unsealed Unsealed Unsealed Unsealed
= TKo14 LYLOMr4FEpmISTTyZPES1IIdkEY=  Unsealed Unsealed Unsealed Unsealed
B TKD15 Wj1zq6CWutS7oHbISWIZBAlCLCT. Unsealed Unsealed Unsealed Unsealed
= TKo16 AbUB+SASLT/pzxrM7res8oQzyEM=  Unsealed Unsealed Unsealed Unsealed
= TKD17 OANTvEZmXudN | mF+buduiy udfOw Unsealed Unsealed Unsealed Unsealed
Close |

NXA85_WM_131

It is also possible to change whether or not manual product levels and manual product
temperatures can edited if the relevant seal is in place. The default setting for sealed tanks
is 'Manual Data Allowed’ " . Tanks can be toggled between manual data allowed and
denied by selecting the device and clicking the g% and | icon. The toolbar button to allow/
deny manual data cannot be used if the tank is sealed for Manual Data.

The window can be closed using the close window cross or the Close button.

An entry will be made into the Audit Trail for each tank that has been sealed and each
change to manual data permissions.
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A% Weights and Measures Administration
Certificate View Seal Help

Current Certificate

Creation Date  18/07/2017 13:35
Agent Name  John Smith

Agency HMRC
Comments
Type: TimeStamp Description
28 20/07/2017 08:10  Tank configuration changed for Tank(TanklD=TK002) to prevent manual data
O
27 20/07/2017 09:10 Manual data sealed.
o
! 26 20/07/2017 09:10 Tank_configuration_sealed_for_Tank(TanklD=TK003)_(Inventory)
o
25 20/07/2017 09:10 Tank configuration sealed for Tank{TanklD=TK002) {Temperature)
o
24 20/07/2017 02:10  Tank configuration sealed for Tank(TankiD=TK001) {Level)
O
4 Closed

NXA85_WM_135

451 Tank Locked Parameters

If any tank on a site is sealed, then the site itself is sealed to prevent modification of the tank
ID which is made up of the site name and tank name. This means that the site name is locked
and can no longer be edited.

If any tank in the system is sealed for level, then the system settings for air density and
gravitational constant are sealed. In addition if any tank in the system is sealed for inventory,
then the system setting for water density is also sealed. This means the corresponding values
in the system settings are locked and can no longer be edited.

If a tank is sealed in any way then the name and the device map for the tank are locked and

can no longer be edited.

Level

When a Tank is sealed for level the following items are locked and can no longer be edited.

Field

Description

Product Level Source

The alternative live data source for product level

Product Tank Capacity Table

The tank capacity table to be used to calculate volumes given a product level

Inventory Control (1)

Indicates whether the level read by the gauges on the tank are innage or
ullage

Base Pressure Height Enabled

Indicates whether base pressure height is used

Base Pressure Height

The base pressure height to be used in calculating the product level

Product Pressure Height Enabled

Indicates whether product pressure height is to be used

Product Pressure Height

The product pressure height to be used in calculating the product level

Vapour Pressure Height Enabled

Indicates whether vapour pressure height is to be used

Vapour Pressure Height

The vapour pressure height to be used in calculating the product level

Reference Height

The defined reference height of the tank

Product Level Mode

Indicates whether the product level is a manual value. Only locked when
manual data is denied for the tank
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Field

Description

Manual Product Level

The manual product level for the tank. Only locked when manual data is
denied for the tank

Temperature
When a Tank is sealed for temperature the following items are locked and can no longer be
edited.

Field Description

Product Temperature Source

The alternative live data source for product temperature

Product Temperature Mode

Indicates whether the product temperature is a manual value. Only locked
when manual data is denied for the tank

Manual Product Temperature

The manual product temperature for the tank. Only locked when manual
data is denied for the tank

Inventory
When a Tank is sealed for inventory the following items are locked and can no longer be
edited.

Field Description

Product Inventory Flags Denotes how inventory calculations are to be performed for the tank
Tank Shape Denotes the shape of the tank

API/ASTM Table Volume correction control method

Method of Calculation Sets and locks inventory controls specific to the standard selected

JIS Calculation Method Specifies the handling of floating roof corrections within JIS calculations

Vapour Calculation

Specifies the vapour correction calculations that will be performed as part
of the inventory calculations

Adjustment Volume

A fixed volumetric adjustment (either +ve or -ve) applied to the volume
obtained from the Tank Capacity Table

Calibration Density The density of the medium in a tank when that tank was calibrated (only
used in JIS based calculations)

Roof Weight The weight of the floating roof

Roof Support Legs Up The point at which the roof legs are supporting the full weight of the roof
when the legs are in the 'up’ or operational position

Roof Support Legs Down The point at which the roof legs are supporting the full weight of the roof
when the legs are in the '"down’ or maintenance position

Roof Floating Legs Up The point at which the roof just ceases to be resting on its legs when the

legs are in the 'up’ or operational position

Roof Floating Legs Down

The point at which the roof just ceases to be resting on its legs when the
legs are in the 'up’ or operational position

Shell Insulation Factor

Value between 0 and 1. O for un-insulated storage, 1 for completely
insulated storage

Shell Expansion Coefficient

Expansion coefficient of the material the tank is constructed from

Shell Reference Temperature

Normally the same reference temperature used for VCF calculations

Vapour Density

The density of the product in the vapour space of the tank

Thermal Expansion Coefficient

The volumetric expansion coefficient factor of the liquid product in the
tank, specified as a ratio per degree temperature change (/°C or /°F)

Temperature Correction Factor

The volumetric or cubical expansion factor of the liquid product in the tank,
specified as a ratio per degree temperature change (/°C or /°F)

Endress+Hauser
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Field

Description

Density Correction Factor

A factor representing the temperature change of density of the liquid
product in the tank specifies as the density change per degree temperature
change

Manual VCF

Value used for volume corrections when API table selected is '"Manual’

Product Reference Temperature

The temperature at which standard volumes are calculated

Molecular Mass

The molecular mass of the product in the tank

Liquid Volume Ratio

The ratio of 'vapour volume’ to 'equivalent liquid volume’ at standard
reference temperature

Chemical Concentration

Chemical Concentration, Strength x volume or Strength x Mass value for
the product. This field is determined by the API/ASTM table selected

Enraf Polynomial Constants

Only available when an Enraf volume correction method is selected

Water Table

The water table to be used to calculate volumes given a water level

Hydrostatic Deformation Table

The hydrostatic deformation table to be used to calculate volumes

Density Table

The density table to be used to calculate volumes when the density
calculation method is selected

Hybrid Density Enabled

Indicates if hybrid density calculations are to be performed for the tank

Hybrid Density Includes Water

Indicates if hybrid density calculations for the tank are to include water

Hybrid Density Uses P3

Indicates if hybrid density calculations are to be performed using P3

Hybrid Min Level

The minimum level to be used for hybrid density calculations for a tank

Hybrid Level Hysteresis

The hysteresis to be used before resuming hybrid density calculations for a
tank

Hybrid Min Pressure

The minimum pressure to be used for hybrid density calculations for a tank

Vapour Pressure Source

The alternate live data source for vapour pressure for the tank

Manual Data

When a Tank is sealed for manual data the following items are locked and can no longer be

edited.

Field

Description

Product Level Mode

Indicates whether the product level is a manual value

Manual Product Level

The manual product level for the tank

Product Temperature Mode

Indicates whether the product temperature is a manual value

Manual Product Temperature

The manual product temperature for the tank

Product Pressure Mode

Indicates whether the product pressure is a manual value

Manual Product Pressure

The manual product pressure for the tank

Qil Depth Mode

Indicates whether the oil depth is a manual value

Manual Oil Depth

The manual oil depth for the tank

Reference Density Mode

Indicates whether the reference density is a manual value

Manual Reference Density

The manual reference density for the tank

Observed Density Mode

Indicates whether the observed density is a manual value

Manual Observed Density

The manual observed density for the tank

Observed Temperature Mode

Indicates whether the observed temperature is a manual value

Manual Observed Temperature

The manual observed temperature for the tank

Air Pressure Mode

Indicates whether the air pressure is a manual value

Manual Air Pressure

The manual air pressure for the tank

Air Temperature Mode

Indicates whether the air temperature is a manual value

Endress+Hauser
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Field

Description

Manual Air Temperature

The manual air temperature for the tank

Free Water Volume Mode

Indicates whether the free water volume is a manual value

Manual Free Water Volume

The manual free water volume for the tank

Free Water Mode

Indicates whether the free water is a manual value

Manual Free Water

The manual free water for the tank

Suspended Sediment

The suspended sediment for the tank

Suspended Water

The suspended water for the tank

Vapour Pressure Mode

Indicates whether the vapour pressure is a manual value

Manual Vapour Pressure

The manual vapour pressure for the tank

Vapour Temperature Mode

Indicates whether the vapour temperature is a manual value

Manual Vapour Temperature

The manual vapour temperature for the tank

Vapour Density Mode

Indicates whether the vapour density is a manual value

Manual Vapour Density

The manual vapour density for the tank

Base Pressure Mode

Indicates whether the base pressure is a manual value

Manual Base Pressure

The manual base pressure for the tank

Stratification Status Mode

Indicates whether the stratification status is a manual value

Manual Stratification Status

The manual stratification status for the tank

Adjustment Volume

A fixed volumetric adjustment (either +ve or -ve) applied to the volume
obtained from the Tank Capacity table

Observed Pressure

The manual observed pressure for the tank
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5 Client/Server Systems

Client PCs connected to a Weights and Measures sealed Server must have a secure,
encrypted connection to the database on the server. In order to be valid for weights and
measures the software on the client PC must also be sealed. In most cases the supplied
commissioning tool can be used to set up the encrypted connection. How- ever, in a few,
advanced, cases it may be necessary to set the encrypted connection up manually. For details
of how to set up a secure, encrypted connection manually see Appendix A (Server
Configuration, — 5 69) and Appendix B (Client Configuration, — 5 82).

5.1 Create an SQL Certificate

In order to encrypt the connection between the Server and the client an SQL database
certificate will be created by the server and imported into the client. There is a tool to create
the certificate in the Start menu.

. Endress+Hauser
:I::. Administration
4@ Alarm Event Viewer
Auto Startup Configuration

Backup and Restore

E" Commissioning Tool

NXA85_WM_136

Click to launch the commissioning tool.

Weights and Measures Commissioning Tool _

W,

Welcome
Welcome to the Weights and Measures commissioning toal.
This tool guides you through the steps needed to create an encrypted database
connection which is necessary to seal weights and measures data on a client
machine.
st
Z * 6L server

£

NXA85_WM_038

Click the Next button to proceed with the wizard.
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5.1.1  Fully Qualified Domain Name

Connection encryption for SQL server is only supported for machines that have an FQDN
(fully qualified domain name). If the machine does not currently have an FQDN, it must
either be joined to a domain or have a primary DNS suffix set. If the machine does not
currently have an FQDN then the following page is displayed:

Weights and Measures Commissioning Tool

Configure Domain Name

To configure SQL server on this machine to accept encrypted connections it is
necessary for the machine to have a fully qualitied domain name (FQDN). At the
moment this machine does not have a fully qualified domain name.

In order to configure this machine so that it has a fully qualified domain name it
is necessary to either join a domain, or set the primary DNS suffix for this
machine.

(®: Join Domain

) Set Primary DNS Suffix
Domain
User name

Password

Cancel

Back Next
[ e |

NXA85_WM_137

Weights and Measures Commissioning Tool

Configure Domain Name

To configure SQL server on this machine to accept encrypted connections it is
necessary for the machine to have a fully qualitied domain name (FQDN). At the
moment this machine does not have a fully qualified domain name.

In order to configure this machine so that it has a fully qualified domain name it

is necessary to either join a domain, or set the primary DNS suffix for this
machine.

O Join Domain

(@) Set Primary DMNS Suffix

Primary DNS Suffix

Cancel

Back Next
[ e |

NXA85_WM_138

To join a domain, a valid user name and password for the domain must be specified.
Click the Next button to join the domain or add a primary DNS suffix to the machine name.
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ghts and M es C issioning Tool

Commissioning Complete

The 5QL Server certificate has been set successtully:
Issuer  CM=Sidewinder.sedbury.mht-technology.co.uk
Name Certificate
Expires 01/01/2035 00:00

ol u wi . : : et for the chs o - eto
Pﬁsewer You will need to restart your computer for the changes you have made to take

effect.

Back Finish |

NXA85_WM_139

In order to complete the action it is necessary to restart the machine. To prevent the machine
automatically restarting when the Finish button is clicked, untick the Restart Computer
Now box.

When the machine has been restarted it will be necessary to run the commissioning tool
again to set up the certificate for SQL server.

Hosts file

If the user sets a primary DNS suffix rather than joining a full domain it may be
necessary to edit the windows hosts file to enable reliable address lookup. The hosts
file is a text file located at C:\Windows\System32\drivers\etc\hosts. The user should
edit the file and place an entry for each machine (for example, in the case of one client
and one server there will be two entries).

Each entry takes the form:

<IP Address> <ComputerName>.<Primary DNS Suffix>

5.1.2  Certificate Already Installed

If a suitable certificate is already installed in the certificate store on the machine and SQL
server has been configured to use a certificate, then the certificate is validated. If the
validation is successful, then the following page is displayed:
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Weights and Measures Commissioning Tool

Commissioning Complete

The 5QL Server certificate has been set successtully:
Issuer  CM=Sidewinder.sedbury.mht-technology.co.uk
Name Certificate
Expires 01/01/2035 00:00

_Pf'g@tsewer You will need to restart your computer for the changes you have made to take

effect.

Finish |

NXA85_WM_140

Weights and Measures Commissioning Tool

Commissioning Complete

The 5QL Server certificate has been set successtully:
Issuer  CM=Sidewinder.sedbury.mht-technology.co.uk
Name Certificate
Expires 01/01/2035 00:00

P’ SQL server

NXA85_WM_141

If the configuration of the machine has been changed it may be necessary to restart the
machine in order for the configuration to take effect. The Restart Computer Now option will
only be available if this is the case. To prevent the machine automatically restarting untick
this box.

5.1.3  Certificate Required

If the machine has an FQDN, but does not have a suitable certificate already installed in the
certificate store on the machine, then it is necessary to import or create a certificate. The
next page in the wizard will present a number of options for doing this.

Import Certificate

If a certificate has been received from a certification authority it is possible to import it using
the Import certficate option.
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Weights and Measures Commissioning Tool

Select Certficate A
@i import certificale
() Create self-signed certificate
) Create request file to send to certification authority
) Use installed certificate
FW Server . Store . Mame 5
Wl Personal Cerlificate CN=Sidewindersedt 0

Cancel Back Next
| cancel | [ e [

Click the Next button to proceed with the wizard.

NXAB5_WM_142

Weights and Measures Commissioning Tool

Import Certificate

Specify the file you want to import.

File name:

| |[ Browse... |
z” WServer

Cancel Back Next
| cancel | [ e [

NXA85_WM_143
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Weights and Measures Commissioning Tool

Import Certificate

Specify the file you want to import.

File name:
DaCertificate.pix

Password

Cancel Back Next
| cancel | | e |

NXA85_WM_144

Either enter the path to the certificate file to be imported, or click the browse to select the
file to be imported. If a certificate file which requires a password is selected, then a field will
be displayed allowing entry of the password.

Click the Next button to import the certificate.

Weights and Measures Commissioning Tool

Commissioning Complete

The 5QL Server certificate has been set successtully:
Issuer  CM=Sidewinder.sedbury.mht-technology.co.uk
Name Certificate
Expires 01/01/2035 00:00

You will need to restart your computer for the changes you have made to take
effect.

—ancel Jack Finish |

NXAB5_WM_145
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Weights and Measures Commissioning Tool

Commissioning Complete

The 5QL Server certificate has been set successtully:
Issuer  CM=Sidewinder.sedbury.mht-technology.co.uk
Name Certificate
Expires 01/01/2035 00:00

NXA85_WM_146

If the configuration of the machine has been changed it may be necessary to restart the
machine in order for the configuration to take effect. The Restart Computer Now option will
only be available if this is the case. To prevent the machine automatically restarting untick

this box.

Create Self-Signed Certificate

It is possible to create a self-signed certificate to be used to encrypt the SQL connection. This
is not as secure as using a certificate provided by a certification authority and may not be

acceptable to local weights and measures officials.

Weights and Measures Commissioning Tool

Select Certficate

) Import certificate

(®) Create self-signed certificate

O Create request file to send to certification authority

() Use installed certificate

Pm Server Store Mame

Wl Personal Certificate

Cancel Back Next
| cancel | | e |

Click the Next button to proceed with the wizard.

NXA85_WM_147
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Weights and Measures Commissioning Tool

Create self-signed certificate

Name
Issuer Sidewinder.sedbury.mht-technology.co.uk

Subject Sidewinder.sedbury.mht-technology.co.uk

: Valid From |01/01/2000 |+
7860 server =

ValidTo  |01/01/2035 [~

Cancel | Back

Next

NXA85_WM_148

The issuer and subject will automatically be populated with the details required to produce
a suitable certificate. Enter a certificate name and, optionally, amend the validity dates.

Click the Next button to create the certificate.

Weights and Measures Commissioning Tool

Commissioning Complete

The 5QL Server certificate has been set successtully:
Issuer  CM=Sidewinder.sedbury.mht-technology.co.uk
Name Certificate
Expires 01/01/2035 00:00

install it on the client machines to secure the connection.

p ; You will need to export this certificate and then use this commissioning tool to
S 3GL server

Export Certificate

File Name

effect.

[¥/] Restart Computer Now

Browse... .

You will need to restart your computer for the changes you have made to take

Finish |

NXAB5_WM_149

The certificate will be required by any client PCs that require an encrypted SQL connection
to the server. In order to achieve this it is necessary to export the certificate that has been

created. Enter or browse to the location to which the certificate is to be exported.

In order for the configuration to take effect it is necessary to restart the machine. To prevent
the machine automatically restarting when the Finish button is clicked untick the Restart

Computer Now box.

Create Request File

This option is used to generate a request file containing all the information required for a

certification authority to create a suitable certificate for the machine.
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Weights and Measures Commissioning Tool

3
Select Certficate z
O Import certificate
() Create self-signed certificate
®: Create request file to send to certification authority
) Use installed certificate
Store MName
'»2! Personal Cerlificate CN=Sidewindersedt 0
Cancel Back Next
NXA85_WM_150
Click the Next button to proceed with the wizard.
Weights and Measures Commissioning Tool »
Create Request File k4
Country :GB - Greal Britain (UK) e
County
Location
Organisation

Organisational Unit

| Canonical Name

Request File

Sidewinder.sedbury. mht-technology.co.uk

Browse...

Cancel

Back Next
| e |

NXA85_WM_151

Fill in the details for the certificate request. All fields are mandatory. Take careful note of the

location to which you export the request file.

Click the Next button to create the request file.
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Weights and Measures Commissioning Tool

Commissioning Complete Zl

Certificate request details have been written to D\Certificate.req.

You will need to submit this file to your certification authority so they can
produce a certificate.

When you receive the certificate from your certification authority you will need

to re-run this commissioning tool to import the certificate and configure SQL
server.

—ancel Jack Finish |

NXA85_WM_152

When the certificate is received from the certification authority it will be necessary to run
the commissioning tool again and import the file that has been supplied.
Use Installed Certificate

If there is a suitable certificate available in the certificate store on the machine it is possible
to use it to encrypted the SQL server connection.

Weights and Measures Commissioning Tool

T
Select Certficate =
) Import certificate
) Create self-signed certificate
) Create request file to send to certification authority
®: Use installed certificate
Fw[ Server ) Store MName Issuer
Wl Personal Cerlificate CN=Sidewindersedt 0

Cancel Back Next
| cancel | | e |

NXA85_WM_153

Only certificates that are suitable will be listed. Select the certificate to be used and then click
the Next button.
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Weights and Measures Commissioning Tool

Commissioning Complete

The 5QL Server certificate has been set successtully:
Issuer  CM=Sidewinder.sedbury.mht-technology.co.uk
Name Certificate
Expires 01/01/2035 00:00
p ; You will need to export this certificate and then use this commissioning tool to
K ﬁServer

install it on the client machines to secure the connection.
Export Certificate

il | File Name Browse...
= = g"
_l/ You will need to restart your computer for the changes you have made to take

effect.

[¥/] Restart Computer Now

Finish |

NXA85_WM_154

The certificate will be required by any client PCs that require an encrypted SQL connection
to the server. In order to achieve this it is necessary to export the certificate that has been
selected if it is not already available. Enter or browse to the location to which the certificate
is to be exported.

In order for the configuration to take effect it is necessary to restart the machine. To prevent
the machine automatically restarting when the Finish button is clicked untick the Restart
Computer Now box.

5.2 Apply SQL Certificate to Client

Once a certificate has been created for the server machine it must be imported to all the
client machines for which weights and measures validation is required. Open the weights
and measures commissioning tool as for the server.

Weights and Measures Commissioning Tool

Welcome =
Welcome to the Weights and Measures commissioning toal.
This tool guides you through the steps needed to create an encrypted database
connection which is necessary to seal weights and measures data on a client
machine.
st
=580 server

Cancel |

NXA85_WM_038

Click the Next button.
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5.2.1  Certificates Already Installed

If suitable certificates are already installed for all of the server machines then details of the
certificates will be displayed for each server.

Weiaht: M
ghts and

Pf’ §Q'I".'Server

Maintain Client Certificates

SIDEWINDER

ing Tool

Name CM=Sidewindersedbury.mht-technology.co.uk
Issuer  CM=Sidewinder.sedbury.mht-technology.co.uk
Expires 16/10/3016

NXA85_WM_155

5.2.2 Certificates Required

If there is no suitable certificate installed for one or more of the server machines, then it is
necessary to import a suitable certificate previously exported from the server machine or
supplied by a certification authority.

Weiaht: M
ghts and

Pf’ §Q'I".'Server

&l

Maintain Client Certificates

SIDEWINDER

CC-WIN10A
Mo suitable certificate installed.

ing Tool

Name CM=Sidewindersedbury.mht-technology.co.uk
Issuer  CM=Sidewinder.sedbury.mht-technology.co.uk
Expires 16/10/3016

| s |
| Cancel |

JE—
Back | Finish

NXA85_WM_156

Click on the Import button and browse for the previously exported certificate file.
To exit the wizard click the Finish button.

5.3 Weights and Measures Administration in Client

The weights and measures module on client machines operates with a simplified set of

controls.
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As with the server machine the operator is able to Open and Close the Certificate, Preview
and Print the Events report and seal the software for the client machine.

It is not possible to seal or unseal Tank Capacity Tables, Gauges or Tanks from a client
machine, these functions are restricted to the server.

One additional function, Server Connections ( i ) is added to the client Administration
tool. -

&% Weights and Measures Administration
Certificate  View Seal Help

NXA85_WM_050

5.3.1 Encrypting Connections

Data displayed on a client machine can only be considered weights and measures compliant
when the Server/Client connection is Encrypted.

Ensure the server certificate has been applied to the client PC and select the Server
Connections option ( i ) from the Weights and Measures Administration tool.

The following window will open. Select a server from those available and click to toggle
between encrypted ' and unencrypted g connection.

J4f Server Connections Endress +Hauser (2] (523
% Encrypt connection for selected servers Fully Qualified Domain Name “3
?( gucci gucci.sedbury. mhi-technology.co.uk «

Close |
NXA85_WM_053
J4f Server Connections Endress +Hauser (2] (523
o
Unencrypt connection for selected servers %
% Server Fully Qualified Domain Name E
« gucci gucci.sedbury. mhi-technology.co.uk «
Close |

NXABS5_WM_054

Any weights and measures sealed data will display the appropriate indicator when the
connection is encrypted. If the connection is not encrypted the indicators will not be present
even if the data is weights and measures compliant.
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6 Weights and Measures Indicators

Level, Temperature and Gauged Volume data items which have a valid Weights and

Measures seal are identified with a # symbol. This indication is shown on the Home Page,
Single Tank view and Grid view displays.
Gauged volume will only be considered Weights and Measures sealed if the Tank, the
Primary device and Associated Tank Capacity table are ALL sealed.

ﬂ Gauged Volume is not dependant upon sealed Temperature.

@ Tankvision Professional
File View Configuration Tools Admin  Security

TKO01

TKDOD1
DERV

NORMAL™

=
O
=
=

Level # 9,593 mm
o i
Gaunged Volume : # 9,592.900 m*
—

dnomy pnpoyy  sdnoig oexs  maiy 2N

NXA85_WM_056

[ Single Tank Overview
File Security

TKOO1
TK002
TK003
ATHN | Primary Data
TK0OS

TKOOG Product Level: 000 m
TKOO7 ; SFiam=

TKOOS Displacer Position: 5.000 m
TK0D9 . . o

TKO10 Product Temperature: B.60 °C

TKO11

1,002.05 kg/m3
TKO12

Reference Density:

Tk013 Observed Densitv: 1,000.00 kg/m?3
NXA85_WM_057
FE Grid View Endress+Hauser (2] [-= || & [
File View Options Help
! = . W A v
23 9990 maa
Tank < ‘u‘iews Group | E
Tank Product Name Product Product Gauged nd
D Level Temperature  Volume
mm °C m?#
TK001 DERV (#9,601 18.60  (#1,601.200
TKO02 LPG 7,677 #:1.78 7,677.000
TKO03 KERO 5,000 # 18.60 ,000.000
TKO04 PREM 5,000 # 18.60 p,000.000| =
TKO05 UMLEADED 5,000 # 18.60 ,000.000
TKO06 DERV 5.000 18.60 5.000.000

6.1 Tank Capacity Tables

When Tank Capacity Tables have been sealed this is indicated in the Tank Capacity Table
utility by the presence of a seal symbol § next to the table ID.

NXA85_WM_058
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(8 Tank Capacity Tables Endress+Hauser {7.]
File Help
@ = X L% B
Current | Historical TKOD1 (Standard)
' . - Table ID TKOO01
polynomial
Standard  { Role Standard
Type: Innage
Walid From
1 Comments
TKO02 L
% Standard '
TKO03 Reference Height 20,000 | mm
Standard ' Shell Capacity 20,000.000 | m*
Foints Level Wolume
TKO04 mm m
0 0.000
Standard ’
20,000 20,000.000
TKO05
Standard ’
TKO0O0G
Standard '
TKOO7
Standard '
TKOO2
Standard
s :

NXAB5_WM_059

When a tank capacity table is sealed only the comments can be edited.

ﬂ The reference height and shell capacity fields are not part of the tank capacity table
itself. These are taken from the associated tank and will be sealed if the associated tank
is sealed, NOT the tank capacity table.

6.2 Density Tables

When Density Tables have been sealed this is indicated in the Density Table utility by the
presence of a seal symbol § next to the table ID.
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P Density Tables @
Eile Help

Density 1

Density 1 |
% ' Table ID Density 1

Verslon 3
Comments
Points Temperature Density
("C) (kgim?)
15.00 970.00
25.00 950.00

Add Insert Remove

NXAB5_WM_157

When a density table is sealed only the comments can be edited.

6.3 Configuration Tool

When Tanks or Gauges have been sealed this is indicated in the configuration tool by the
presence of a seal symbol § in the details pane.

& Tank Farm Automation Configuration | =
K Delete Device,
4 {wl DCC Configuration Q') TKOO3 1
+ DCC Host Settings —
L& Tank Farm Automation Configuration = B
K Delete Device
4 sl DCC Configuration TKO03 1
«1 DCC Host Settings ( L § ) Auxilia_ry
4 [ Host Simulator - Simulator (99)
@ Tank Farm Automation Configuration = @ E
K Delete Tank
4 14/ DCC Contiguration K001
= DCC Host Settings
03 Host Simulator - Simulator (391

NXA85_WM_158

In addition, any fields that are sealed are specifically indicated to make it clear which fields
cannot be edited because they are sealed rather than because of any functional or security
restrictions.
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izt Tank Farm Automation Configuration

xDelele Tank.

=| DCC Configuration
=| DCC Host Settings
I bl Host Simulator - Simulator (99)
% Tank Contiguration
4 [Detfault]
4 [ TKOOT
Tank Properties
Tank TCT
Tank Metrics
Hybrid Settings
Device Map
Alternate live data source
Product Characteristics
Tank Inventory Control Settings
4 @ TKDO2
Tank Properties
Tank TCT
Tank Metrics
Hybrid Settings
Device Map
Alternate live data source
Product Characteristics
Tank Inventory Control Settings
4 & TKOOZ
Tank Properties
Tank TCT
Tank Metrics
Hybrid Settings
Device Map

Alternate live data source

Product Characteristics

Tank Inventory Control Settings
I @ TKoo4
I @ TKoOS
I & TKOOS

'y TK003
Product Characteristics
Datails
Product KERO v
Volume Correction Method @ AP 548 2004
Standard for Calculations @ None
IS Caleulation Method @ None
Drensity Table @ None
Vapour Caleulation Control @ None
Metering Temperature 15°C w
Combustion Temperature 15°C L3
'VCF sattings

Product Inventory Flags

Cancel

Apply

NXA85_WM_159

ﬂ When a tank has been sealed for level the tank capacity table selection for that tank

becomes fixed.

This is indicated by a seal symbol on the Tank TCT details pane. This is not an

indication of the seal status of the Tank Capacity Table itself, the seal will be present
even if the TCT is not sealed to indicate that the tank is sealed for level and therefore
the table selection cannot be changed.
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'@ Tonk Farm Automation Configuration = B
XDeIele Tank
+| DCC Configuration A TKOO1
+ DCC Host Settings 4 TobTer

I b Host Simulator - Simulator (99)
% Tank Configuration
4 [Default] Tables
“ B TKoo! Product Table @TKO[M
Tank Properties

Water Table Not set 2

Tank Metrics
Hybrid Settings Hydrostatic Deformation Table Mot set it
Device Map
Alternate live data source Capacity Details
Product Characteristics
Tank Inventary Contral Settings vl et
4 @ Trao2 Reference Height '
Tank Properties
Tank TCT Shell Capacity 20000000 m*
Tank Metrics
Hybrid Settings Operating Levels
Device Map
Alternate live data source Minimum Qperating Level 1,000 mm
Product Characteristics . .
Tank Inventory Cantral Settings Maximum Operating Level 18,000 mm
4 @ K003
Tank Properties Calibration Details
i) i Adjustment Volume 0.000 m?
Tank Metrics
Hybrid Settings Calibration Density 100000 kg/m?
Device Map

Alternate live data source
Product Characteristics
Tank Inventory Control Settings
I TKOD4
I @ TKooS
I @ TKO0G v

E Apply

NXA85_WM_160
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7 Backup and Restore

If any Weights and Measures seals are accidentally or intentionally broken it is possible to
restore Tankvision Professional to a known good Weights and Measures approved state
using the Backup and Restore utility.

Any Weights and Measures audit events since the last backup will be lost so it is strongly
recommended that backups are taken at reqular intervals.

Restoring a backup of an approved Weights and Measures configuration may be performed
at any time without requiring the Weights and Measures Authority to edit the certificate.

7.1 Backing up a Database

Select Backup and Restore from the Windows Start menu.

. Endress+Hauser

:I::. Administration

4@ Alarm Event Viewer
Auto Startup Configuration
Backup and Restore

Commissioning Tool

NXA85_WM_161

In the window that opens select Backup and click the Next button.

#8 Select Action — * ‘

Select Action
Choose the action you wish to carry out. é@

(@ Backup

O Restore

Cancel Back Mext Finish

NXA85_WM_162
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2 Backup - * ‘

Select Backup Destination
Choose the directory where the new backup will be created. £

Backup Directory:
C\ProgramData\Tank Farm Automation\Databases

New Backup Directory will be named: Backup_21Jul17#1

Advanced
__| Select the items to be backed up

Finish

Cancel

NXA85_WM_163

The backup will be saved to a directory named with the current date (this can be renamed

later).

Use the default location or select a location to save the backup and click the Next button.

2 Backup - * ‘

Backing Up
The items are In the process of being backed up. £

Task Progress

Tatal Progress

Backup completed successfully

Cancel Back Mext

NXA85_WM_164

The backup will be saved to the chosen location. Click the Finish button, when prompted, to
close the wizard.
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7.2 Restoring a Database

To restore a saved database close down all Tankvision Professional windows. Select Backup
and Restore from the Windows Start menu and in the window that opens select the Restore
option and click the Next button.

#8 Select Action — * ‘

Select Action
Choose the action you wish to carry out. é@

Cancel Back Mext Finish

NXA85_WM_165

Select Existing Backup and click the Next button.

+2 Restore — * ‘

Select Backup Type
Choose the backup type you wish to restore é@

O Preconfigured Database

Blank

®: Existing Backup

Cancel Back | Mext Finish

NXAB5_WM_166

Select the directory containing the backup of the database and click the Next button.
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+8 Restore —

Select Backup Source
Choose the directory where the existing backup Is located. £

Backup Directory:
Ch\ProgramData\Tank Farm Automation\Databases\Backup_21Jul1 [ ]

Advanced

| Select the items to be restored

Cancel Back | Next Finish

NXA85_WM_167

Verify that the directories to which the databases will be restored are correct and then click

the Next button.

+8 Restore —

Restored Location
Choose the locations of the SQL databases you wish to restore J@

%]

Security Database -
Data |C\Program Files\Microsoft SOL Server\MSSOL13MSSQLSERVER|
Log |CAProgram Files\Microsoft SOL Server\MS50L13.MSSQLSERVERM| .

Strapping Tables Database
Data | CAProgram Files\Microsoft SQL Server\MSSQL13.MSSQLSERVERN|
Log | CAProgram Files\Microsoft SOL Server\MSSOL13 MSSQLSERVER\

Tanks Database -
Data |C\Program Files\Microsoft SOL Server\MSSOL13MSSQLSERVERN .
Log |CAProgram Files\Microsoft SOL Server\MS50L13.MSSQLSERVERM| .

Events Database
Data |CA\Program Files\Microsoft SQL Server\MSSQL13.MSSQLSERVERN| .
Log | CA\Program Files\Microsoft SQL Server\MSSQL13 MSSQLSERVER\

Eventlogs Database _—
Data |C\Program Files\Microsoft SOL Server\MSSOL13MSSQLSERVERN| .
Log |CAProgram Files\Microsoft SOL Server\MS50L13.MSSQLSERVERM| .

Cancel Back Finish
NXA85_WM_168
Confirm that you wish to overwrite the existing database.
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Backup and Restore
,@ 7Some of the target files you have selected already exist, restoring
the databases will overwrite these files.

Are you sure you wanl o overwrite them?
Click "Yes' to proceed, ‘No’ to change your selections.?

NXA85_WM_169

The backup of the database will be restored. When prompted, click the Finish button to close

the wizard.

+8 Restore

Restoring
The items are In the process of being restored.

x|

e

Task Progress

Tatal Progress

Restore completed successfully

Cancel Bacl Mext

NXA85_WM_170
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8 Breaking Weights and Measures Seals

There may be times when it is necessary to break one (or more) of the Weights and
Measures seals.

To break Weights and Measures seals you must log in as a user with sufficient access rights
to view the Weights and Measures settings. It is not necessary to enter the Weights and
Measures Certificate password to break seals as this is only required when sealing the
system.

8.1 Unsealing Tank Capacity Tables

Weights and Measures configuration is performed using the Administration tool in the
start menu:

- Endress+Hauser

-]~ Administration

4@ Alarm Event Viewer
Auto Startup Configuration
Backup and Restore

Commissioning Tool

NXA85_WM_171

Click on this link and, if not already logged in with sufficient access rights, you will be
prompted for a password.

& Login (555
Log in Required 0
User name
Password
OK Cancel

NXAB5_WM_172

To get more details of the access rights required, click the Information icon |ﬁ| .

£ Required Access Rights *

To use this feature you must have this access right:

4 Weights and Measures
View

Close

NXA85_WM_174

Click on the icon to open the Tank Capacity Table Seals window.
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4 Weights and Measures Administration
Certificate View Seal Help

@ E Bt
Gurent ertc] Seal Tk Capacy Tbles |

NXA85_WM_175

® Tank Capacity Table Seals E
= ;: = & y Digest : iXfxS] n9E= I
Table ID Role Type: Valld From Valid To Digest Status Date Sealed
TKOO1 Standard Innage nia nia 9+paRs ] g1EMPk/EbvixxflmiUoM=  Unsealed
TKO02 Standard Innage na na EAWzbt1Wg8gQCCvIRSQpZAmTdIE= Unsealed
TKO03. Standard Innage nia nia KjFaoYB0Q2+/4qc7F204g0TwvDo=  Unsealed
TKO04 Standard Innage na na pFVu/aKFyZ3vIgtC@I1hNEeogad=  Unsealed
TKO0S Standard Innage na nfa 15PQEi kvXyuIuAZPLpEA78M/HRO Unsealed
TKO0G6 Standard Innage na na JGBLErLIdvZviZhnsumcSYkgksy= Unsealed
TK0O7 Standard Innage na na DHnNy /RnSP2XEHEYhZKmvaFxpus=  Unsealed
TKO08 Standard Innage na na KEAbFYNTanGenbYeSeMmAAE/Xxk=  Unsealed
TKO0S Standard Innage: na na farkGeo7PE3ssls7/9ECG/ Fvullu=  Unsealed
TKO10 Standard Innage: na nfa hT58ZyKB8clarwIXEawzMloigds= Unsealed
TKO11 Standard Innage nia nia 5/wItTHIRIGESIMMPSREO16URSM=  Unsealed
TKO12 Standard Innage nia na SCrgxt02y8qiZNRIUCgHHmIM/MM=  Unsealed
TKO13 Standard Innage nia nia AypfalvayeggigyRayyvi7azlwd= Unsealed
TKO14 Standard Innage nia nia UEFADNVGS1DUGKPUCTjKPIbmZ74-  Unsealed
TKO15 Standard Innage nia nia FexsiFLyw//qar3sf3yiskzznvg= Unsealed
TKO16 Standard Innage na nia y¥nBoz 1 PBWU1IWERTPG/X/4A2370- Unsealed
TKO17 Standard Innage nfa na 2galE fCGpmoceMutAqaoauqjto=  Unsealed
TKO18 Standard Innage nia na LUAqewk JUFeuzXKUeLUTZCCi90k=  Unsealed
TKO18 Standard Innage: na nfa rYKpemLOoUfivDrze+HaszrbroM=  Unsealed
TKO20 Standard Innage nfa wa 3vZXasYbosok6MEVDIIZzUSTORG- Unsealed
Close

NXAB5_WM_176

Select the table to be unsealed. Multiple tables may be selected by using the standard
Windows "Shift" and "Ctrl" selection methods. Clicking the E icon selects all Sealed tables.
Once at least one sealed table has been selected the unseal toolbar button § becomes
active. Click the Unseal button to unseal the Tank Capacity table(s).
Confirm your selection in the window that pops open.

Tank Capacity Table Seals

. If you remove the seal from this tank capadity table the tanks that
¥ use it will no longer be weights and measures approved.
Are you sure you want to continue?

NXA85_WM_177

The selected tank capacity tables will now be shown as unsealed. The Tank Capacity Table

Seals window can be closed using the Close Window cross or the Close button.

An entry will be made into the Audit Trail for each table that has been unsealed.
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Certificate View Seal Help

Je@fa e

Current Certificate
Creation Date  19/07/2017 13:35
Agent Name  John Smith

Agency HMRC
Comments
Type: TimeStamp Description

75 21/07/2017 1247  Tank capacity table TCT(TablelD=TK002;Role=0) unsealed

T4 21/07/2017 12:47 Tank capacity table TCT(TablelD=TK007;Role=0) unsealed

. @_B“. ights and M At ion 3 EI E |

8.2 Unsealing Gauges

Click on the Seal Gauges icon to open the Gauge Configuration Seals window.

NXA85_WM_178

417 Weights and Measures Administration
Certificate  View Seal Help

M fe e

Current Certificate | Seal Gauges Configuration |

NXAB5_WM_179

==

# Gauge Configuration Seals
:i‘ =] Summary Digest : iXIxSj+P5mieWwZGNcAPWAZZn9E=
B i T DF‘;M Gauge oo Level Seal Temperatre  Inventory oo oo
prion evice Type © Addnse | Address D'9S Staluis  SealStaus  Seal Status Do oo
¢ Dev.2 Modbus TG Simulater 1 0 NTBxwdM+AEF71CDBGVIZMIIbgal=  Unsealed Unsealed Unsealed
§ Devs Modbus TG Simulator 1 0 VOPORNHKIOCa+DOBV1coCrDSROk=  Unsealed  Unsealed  Unsealed
£ TKoo3 1 Tank Side Monitor N Simulatar 1 o hvagh&cpeAbCUBAVIKFnTaSL56g= Unsealed Unsealed Unsealed
¢ TKOo4_1 Modbus TG Simulator 1 0 gtcaj+ JwrgILApKEIUNXXQROM70=  Unsealed Unsealed Unsealed
& TKo05_1 Enraf 854 Simulator o 5 2VIUGMIWIVjoebbrpl 5fUzvTImo=  Unsealed Unsealed Unsealed
& TKO06_1 Enraf 854 Simulator 0 6 +QxF Imuh5+j6bbkCIKFRgPIQEPE=  Unsealed Unsealed Unsealed
& TKoo7_1 Whessoe WM500 Simulater 0 o abDIZ3uleoYZa607nQ4cOEQKFO0=  Unsealed Unsealed Unsealed
& TKoo8_t Whessoe WM550 Simulator [ [ WiSELIuBYpdiw3xDpwCmUskwils= Unsealed Unsealed Unsealed
& TKOD9 1 Envaf 811 Simulater 0 9 QtLsxdapiWefaqztlxsAjmeacug- Unsealed  Unsealed  Unsealed
£ TKo10_1 L&J MCG2000 Simulator 0 1] NTSFLvDbIpNWIuZF@HgmnTRb+ak=  Unsealed Unsealed Unsealed
¢ TKOM_1 L&J MCG2000 Simulator 0 0 kswge1zPhCIkesbLeR]/ML7ZYI- Unsealed  Unsealed  Unsealed
7 TKo12_1 Enraf 990 Simulator 1] 12 NTKQS6yq61kGyBdESgWSPQjeABk=  Unsealed Unsealed Unsealed
 TKO131 GPE 31423 Simulater 0 0 FPEPWOUZDZNNBATUCX+SOME /= Unsealed  Unsealed  Unsealed
£ TRo14_1 ‘Saab REX Simulator 1 o zm85IRBkYuh9gflldI3DnellxyU= Unsealed Unsealed Unsealed
[ SR LCIER Modbus TG Simulator 1 0 SXPRIpBO2DXi2px7OCTMAOBMNAY- Unsealed  Unsealed  Unsealed
£ TKo16_1 Enraf 873 Simulator o 16 YkiwCjtFhDwfbClSscbxy/zibdw= Unsealed Unsealed Unsealed
g TKO17 1 Saab REX Simulator 1 [} E/coCililcmviZBObI9GEPSKXAS- Unsealed  Unsealed  Unsealed

NXA85_WM_180

Select the gauge to be unsealed. Multiple gauges may be selected by using the standard
Windows 'Shift” and 'Ctrl’ selection methods. Once at least one sealed gauge has been
selected the unseal toolbar button @ becomes active. Click the unseal button to unseal the

Gauge(s).

Unlike sealing gauges where the user may select what to seal, unsealing gauges will always

remove all of the seals for a gauge.

Confirm your selection in the window that pops open.

Endress+Hauser



Tankvision Professional NXA85 - Weights and Measures Breaking Weights and Measures Seals

Gauge Configuration Seals

If you remove the seals from these gauges they will no longer be
L weights and measures approved.
Are you sure you want to continue?

NXA85_WM_181

The selected gauges will now be shown as unsealed. The Gauge Configuration Seals window
can be closed using the Close Window cross or the Close button. An entry will be made into
the Audit Trail for each gauge that has been unsealed.

. AW ights and M Admini o 3 EI E |

Certificate View Seal Help

Je@fa e

Current Certificate

Creation Date  19/07/2017 13:35

Agent Name  John Smith

Agency HMRC
Comments
Type: TimeStamp Description
(77 21/07/2017 13:46  Gauge configuration unsealed for Gauge(Tag=TK004_1)
o
76 21/07/2017 13:46 Gauge configuration unsealed for Gauge(Tag=TK003_1)
@
4 Closed

NXA85_WM_182

8.3 Unsealing Tanks

Click on the Seal Tanks icon to open the Tank Configuration Seals window.

4 Weights and Measures Administration
Certificate View Seal Help

AESET =

Current Certificate

NXA85_WM_183
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® Tank Configuration Seals

d

Tank ID

TKOO1
TKOO02
TKOO03
TKOO4
TKOOS
TKOO06
TKOO7
TKO0&
TKOO8
TKO10
TKD11

TKO12
TKD13
TKO14
TKD15
TKO16
TKD17

CDcDCDCPCDDDEPRDDDD

_'.‘ k\_é Summary Digest : iXfxSj+PomleWwZGNcAPWAZZn9E=
Digest Level Seal  Temperature Inventory  Manual Data
Status Seal Status ~ Seal Status ~ Seal Status
JmHENCREAWIZDZPFm+0x56Tq/7s=  Unsealed Unsealed Unsealed Unsealed
nlezdvl/s/+eyUf+8rtzq+fuzty= Unsealed Unsealed Unsealed Unsealed
TIKRjPQStAk1T3ex3]1/8BDYckWY= Unsealed Unsealed Unsealed Unsealed
xbAN22PQKhhYBALETBEWXONSK2k=  Unsealed Unsealed Unsealed Unsealed
EraYKBULKFSTUbBM@NNxve7Ju7ss=  Unsealed Unsealed Unsealed Unsealed
1MAL8yYSGmmSMWSUSFzng7KnYOw=  Unsealed Unsealed Unsealed Unsealed
0050CCIUVRAT1AQYIMsMEG29vAc=  Unsealed Unsealed Unsealed Unsealed
StQnvglxQTlocCb8Qrmeh0ZKexg= Unsealed Unsealed Unsealed Unsealed
yIwdBMrs jo+tChvkvlx3seqarGe=  Unsealed Unsealed Unsealed Unsealed
9P1NCD9pRErbbxhLA435]69+1aE= Unsealed Unsealed Unsealed Unsealed
fh/RAXdZSERDUigOBZ@T@FYcval= Unsealed Unsealed Unsealed Unsealed
ZFQcAQuvTURIPOIAkwIUgHOMDSU=  Unsealed Unsealed Unsealed Unsealed
JGYOBGIVBI+GTWVORqP7X48KGVY=  Unsealed Unsealed Unsealed Unsealed
LYLOMrAFEpm3aTTyZPES1TIIdk8Y= Unsealed Unsealed Unsealed Unsealed
Wi12qGCHUF57oHbISHIZBALCLET. Unsealed Unsealed Unsealed Unsealed
AbUB+SASLT/pzxrM7r@S89QZyEM= Unsealed Unsealed Unsealed Unsealed
OANTv@ZmXudN | ME+buduiy udfOw: Unsealed Unsealed Unsealed Unsealed

Date Sealed Data

Manual

Allowed

v

NXA85_WM_184

Select the tank to be unsealed. Multiple tanks may be selected by using the standard
Windows 'Shift’ and 'Ctrl’ selection methods. Once at least one sealed tank has been selected

the Unseal tool-bar button

becomes active. Click the Unseal button to unseal the

Tank(s). Unlike sealing tanks where the user may select what to seal, unsealing tanks will
always remove all of the seals for a tank.
Confirm your selection in the window that pops open.

Tank Configuration Seals

and measures approved.

Are you sure you want to continue?

Yes

. If you remove the seal from this tank it will no longer be weights

NXA85_WM_185

The selected tank will now be shown as unsealed. The Tank Configuration Seals window can
be closed using the Close Window cross or the Close button. An entry will be made into the
Audit Trail for each tank that has been unsealed.

@-a“‘ ‘,. and M Admini

Certificate View Seal Help

dN@faelse

Current Certificate

Creation Date  19/07/2017 13:35

Agent Name  John Smith

S )

Agency HMRC
Comments
Type: TimeStamp Description
( 79 21/07/2017 13:55 Tank configuration unsealed for Tank(TankID=TK001)
i
78 21/07/2017 13:55 Tank configuration unsealed for Tank(TankiD=TK003)
L9
4 Closed

NXA85_WM_186
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9 Reports

9.1 Weights and Measures Configuration Reports

The system automatically generates the following reports:
= Weights and Measures Audit Trail

= Weights and Measures Software Seals

= Weights and Measures Tank Capacity Table Seals.

= Weights and Measures Gauge Configuration Seals

= Weights and Measures Tank Configuration Seals

These can be previewed or printed "On Demand" by opening the appropriate page from the
Weights and Measures Administration screen and selecting the Print Preview g or
Print ., icons from the toolbar.

When a report is printed, either directly or from the print preview window an audit record is
written identifying the report and when it was printed.

9.1.1  Audit Trail Report

Open the Weights and Measures — Administration screen. Select which records to print
from the view menu and select either Print or Preview.

&2 Weights and Measures Administration
Certificate Seal Help
‘ ﬁ‘ v Records Since Last Reset

Certificate Records
Current Ceg

All Records
Creation e

NXA85_WM_014

217 Weights and Measures Administration

Certificate View Seal Help

iMeafae|lseHE

NXA85_WM_187

If print is selected the report will be sent directly to your default printer, however if Preview
is selected the report can be viewed on screen prior to printing. The report can be printed
directly from the previewer utility by clicking the printer icon g in the top left corner of the
screen.

When printing from the previewer it is possible to select a printer to send the report to. It is
never possible to select any particular page or range of pages to print. This is to comply with
the requirement for a complete audit trail.
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[ @ Print

General |

— Select Printer
%Add Printer @ Penelope
@ Microsoft XPS Docurnent Writer @ Send To OneMote 2010

W, P |

4 m 3 |
Status: Ready Preferences | |
Location:
Comment: Find Printer... |

— Page Range
& Al Number of copies: [1 =
€ Selection Current Page
' Pages: I I~ Collate

Prirt Cancel | ppy |

NXA85_WM_087

1 /4B Q-

Agentrame
Agency
Comments

Creation Date

Tank Gauging

Weights and Measures
Audit Trail

19/07/2017 13:35 SIDEWINDER

John Smith
HMRC

Sidewinder .gedbury mht-tachn

Index

Timestamp

Description

7%
Information

78
Information

77
Information

76
Information

75
Information

74
Informaticn

3
Infermation

72
Infgrmaticn

ral
Infermation

70
Informatien

59
Tnfermaten

a8
Informaticn

w7
Error

66
Error

(13
Warning
i
warning
63
Warrirg
62
warning
Bl
Warning
60
warning

21/07/2017 13:55

21/07/2017 13:55

21/07/2017 13:46

21/07/2017 13:46

21/07/2017 12:47

21/07/2017 12:47

21/07/2017 12:43

21/07/2017 12:43

21/07/2017 12:43

21/07/2017 12:43

21/07/2017 12:43

21/07/2017 12:43

21/02/2017 12:35

21/07/2017 12:35

21/02/2017 12:35

21/07/2017 12:30

21/07/2017 12:30

21/07/2017 12:30

21/07/2017 12:30

21/07/2017 12:20

Tank configurationunsealed for Tank{TanklD = TK001)

[ Tamik configur ationunsealed for Tank({TankID=TK003)
Gauge configuration unsealed for Gauge(Tag=TK004_1)
Gauge configuration unsealed for Gauge(Tag=TKo03_1)
Tank capacity table TCT{Table1D = TKOOZ; Rale = 0] unsealed
[Tank apacity Lable TCT(TableID=TKOO7; Rele=0) unseal
Tank capacity table TCT(Tzble1D = TKO14; Role = 0] unsealed
[Tank capacity bable TET{Table ID=TK004; Role=0] unse aled
Tank capacity table TCT{T=ble1D = TKOO3; Role = 0] unsealed
[Tank capacity bable TET{Table 1D =TK0OS; Role=0] unsealed
[Tank capacity table TCT{T=ble1D =TH00S; Role=0) unsealed
[Tank capacity table TET{Table ID=TK012; Role=0) unsealed
[software seal removed. See audit record 66 for details
Software Seal - Inconsistenciesinlegally relevant software modules detected

[software Saal (TankF armautamation)

Detected configur ation change for tank capacty tableTCT(TableID=TK012;Role=0). Sealremaoved
Detacted configuration changs for tank capacity table TET(TablelD = TKOG4; Role = 0, Sealremave
Detected configuration change for tank capacty tableTCT(TableID=TK014;Role=0). Sealremaoved
Detacted configuration changs for tank capacicy table TET(TablelD = TKOOS; Role = 0, Sealremave

Detectad configur ation change For tank capacity Lable TCT(TablelD=TKD03:Role=0). Seal rermevc

(Current Page No: 1

ReportPrinted: 21 Jul 2017 14:27:44 Page 1of 4

Total Page Mo.. 4 |Zoom Factor: Whole Page

NXA85_WM_088
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9.1.2  Software Seals Report

Open the Weights and Measures — Administration screen. Select the Seal Software icon
from the view menu and select either Print or Preview.

A% Weights and Measures Administration
Certificate

s @t e

View Seal Help

& 2

NXAB5_WM_189

’ Seal Software

NXA85_WM_090

The Software Seals report lists all of the legally significant software along with its validity
status, the date the software was sealed and the date the software was last verified by the
application. The software seals are verified every 6 hours however since opening the
software seals screen initiates the verification process this should always be the current
date/time.

As with the Audit Trail report, the Software Seals report will be printed directly to your
default printer.
You can select an alternative printer by printing the report from the previewer but again
there is no option to select the individual pages to print.

- Print Preview

Main Report

Tank Gauging

Weights and Measures

Software Seals

Manifest Header Seal Details
Software Release 8.1.0 Date Sealed 20/07/2017 16:29 Client. SIDEWINDER
Manifest Version Seal Status Remaved Server Sidewinder sedbury.mht-|

Manifest Date

Last Verified

21/07/2017 12:35

Module Location Digest validated
DCCHost.exe C:\Program Files\Commen Files\Tank Farm Automation\Server A73C14iz2qTSCFIGNaTYRYSrOmyk= oK
TankGauging.Data.dil C:\Program Files\Company Name\Product Name 1reVKz0jivFAbiniorks3Qxe0ve= oK
TankGauging.Interfaces.dll C:\Program Files\Company Name\Product Name eB/n1QvqaB2hXiwigpakilRIjjs= oK
Olympus. TankGauging.dil C:\Program Files\Company Name\Product Name 9BLVGKSW1Xex7Lo1C6ysrO1I5Fa= 0K
InventoryCalculator dil Cr\Windows\system32 EfIRLTx8Ap7uMBdy e 5kAayDUEL= oK
RTDB_DotNET.dll C:\Program Files\Camman Files\Tank Farm Automation\Common bevl nayautweatdecgohykaXwk= oK
NSPluginNet4.dll C:\Program Files\Company Name\Product Name s1m3wikKqZfasyFIZH3RgxwK jDA= [sI'
TankCapacityTables.dl C:\Program Files\Commaon Files\Tank Farm Automation\Common whHy 031 ZGRAPGIGHYFUFWSTRI= oK
TankCapacity TablesGULexe C:\Program Files\Commaon Files\Tank Farm Automation\Common ams/ bmckiE01 T /B00UGFPALARE= oK
Core.Library_dll GAC KoIFebURBADS9HZAFSu2jouju/a= oK
Care.Enumerations.dil GAC 1G+FQUF7+6PbPHFF 71 CIRINBET= oK
Enumerations.dil C:\Program Files\Comman Files\Tank Farm Automation\Commen 91BAQKBTIAXGETYCVIHGnUe+XT= oK
TankGauging.Library.di C:\Program Files\Commaon Files\Tank Farm Automation\Common aEmhhDi 2WLCVhsVHCrST2Fm3CeU= oK
Uibrary.dll C:\Program Files\Commaon FilesTank Farm Automation\Common 7F /MEWMARAUY 1WgXV2GPSsSagU oK
Ubrary2 dll C:\Program Flles\Common Flles\Tank Farm Automation\Common sgax+h2iUi7KHEO2Yh+/cdkadGs= oK
ManualData.exe C:\Program Files\Company Name\Product Name bDzdm H+qtngzXdSEPUK | YWhEHs= oK
Tank Gauging.exe C:\Program Files\Company Name\Product Name F9301B0pNBP7DHE IQIbKNPeazLA= oK
TankMimic. di C:\Program Files\Company Name\Product Name I0323qAVEINNEEYZDZYNA/ 821 T oK
TFAConfiguration.exe C:\Program Files\Commaon Flles\Tank Farm Automation\Common 1840d7ted WLXTARRF f 4wz 260F 4= oK
Gridview.exe C:\Program Files\Company Name\Product Name Z¥eM131w)c L bXHXpgotubLoIEg= oK
single Tank exe C:\Program Files\Company Name\Product Name HX1Fpkgias johGes7qMB7pgTOsC= oK

Report Printed: 21 Jul 2017 14:46:30

Current Page No.: 1

Total Page No.: 2

Zoom Factor: 100%

9.1.3

Tank Capacity Table Seals Report

NXA85_WM_190

Open the Weights and Measures — Administration screen. Select the Seal Tank Capacity
Tables icon from the view menu and select either Print or Preview.

Endress+Hauser
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Certificate

View Seal

Current Certifi

Help

A% Weights and Measures Administration

o

Seal Tank Capacity Ta

NXA85_WM_191

® Tank Capacity Table Seals

s 2

i,

NXA85_WM_192

The report lists the tables alphabetically in ascending order of Table ID. Any tables that have
a Weights and Measures seal applied are indicated with a seal symbol in the left hand

column. The date the table was sealed is given. The Valid From and Valid To dates are only
applicable if set when the table was configured.

Aswith the Audit Trail report, the Tank Capacity Table Seals report will be printed directly

to your default printer.

You can select an alternative printer by printing the report from the previewer but again
there is no option to select the individual pages to print.

= Print Preview
L) LS | 2 né.- s ¢
[ Main Report
Tank Gauging
Weights and Measures
Tank Capacity Table Seals
Table 1D Role Type: Valid From Vvalid To Digest Date Sealed
. Density 1 Unknewn Innage LrpRXZmywFvVe/DRhOo+Gdogsgs= 21/07/2017 00:04
TKOO01 Standard Innage 9+paRs]g1EMPk/EbyjixFLmUon=
TKOO2 Standard Innage rYKpBmL0oUf1vDrze+Ha5zFbroM=
. TKOO3 Standard Innage rYKpemLOoUf1vDrz@+HaszFbroM= 21/07/2017 15:11
| rro0a Standard Innage FYKpOMLOGUF 1vDrz0sHaszFbrott= 21/07/2017 15:11
' TKOOS Standard Innage PYKpOmLOGUF 1vDr202Ha5ZFbroti= 21/07/2017 15:11
. TK00G Standard Tnnage rYKpBMLOGUF1vDrz0sHaszFbrot= 21/07/2017 15:11
b S Standard Innage FYKpOMLOGLF1VDr202HaSZFbrotl= 21/07/2017 15:11
' TKOO0S Standard Innage rYKp@mLOaUF 1vDrz0+Ha5zFbrott= 21/07/2017 15:11
. TKO0D Standard Tnnage rYKpBmLOOUF 1vDrz0sHaszFbrot= 21/07/2017 15:11
TKO10 Standard Innage FYKpemLOGUF 1vDrze+HaszFbroti=
TKO11 standard Innage FYKpBmLOOUF1vDr20+Ha5ZFbrot=
TKo12 Standard Tnnage rYKpemLOoUf 1vDrz@+HaszFbroM=
TKO13 Standard Innage rYKp@mLOGUF 1vDrz02Ha5zFbrott
TKO14 Standard Innage rYKpOmLOGUF 1vDr 20+Ha52Fbroti=
TKO1S Standard Tnnage IYKpBMLOGUF1vDrz0sHaszFbroti=
Report Printed: 21 Jul 2017 15:11:45 Cllent SIDFWINDER Page 1 of 2
|Current Page No.: 1 Total Page No.: 2 Zoom Factor: 100%

9.1.4

Gauge Configuration Seals Report

NXA85_WM_193

Open the Weights and Measures — Administration screen. Select the Seal Gauges
Configuration icon from the view menu and select either Print or Preview.

56
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217 Weights and Measures Administration
Certificate  View Seal Help

@ e e

Current Certificate

Seal Gauges Configuration |

NXA85_WM_194

® Gauge Configuration Seals

| 5

NXA85_WM_195

The report lists the gauges alphabetically in ascending order of instrument tag. Any gauges
that have weights and measures seals applied are indicated with seal symbols in the left
hand column. There can be up to 3 seals per gauge, one for Level (Left hand side), one for
Temperature (Center) and one for inventory (Right hand side). The date the device was
sealed is given.

As with the Audit Trail report, the Gauge Configuration Seals report will be printed
directly to your default printer.

You can select an alternative printer by printing the report from the previewer but again
there is no option to select the individual pages to print.

= Print Preview e =
[ = @ 4 N & a- s cavstaL neromTs
[ Main Report
Tank Gauging
Weights and Measures
Gauge Configuration Seals
2 3 Field | Gauge |,
L/T/T | Device Device Type COM Port Device | 49 | pigest Date Sealed
Address
’ ' Dev_2 Modbus TG Simulatar 1 o K6bz]pafdhgumeAImVCdaTbKRN< 16/07/2017 16:13
[ 4 Dev_3 Modbus TG Simulator 1 [ SAUVPZGEYVAVT I GVhKNAYATAVhS= 19/07/2017 16:13
’ TKOO3_1 Tank Side Monitor N | Simulator 1 0 hVaqh6epeAbCUBAVIKFNTasL56g= 21/07/2017 15:18
TKOO4_1 Modbus TG Simulator 3 o
TKo0S_t Enral 854 Simulator ) 5 | 2vivemiarviesbrptsfuzviimo-
1 § § JICUE Enraf 854 Simulator [} 6 P/FSLNIKaKMOTLUTNOb4KEXDO1 1= 21/07/2017 15:18
. TKOO7_1 Whessoe WM500 | Simulator [} 0 bANZXTUGBHFPCIAS1bny EpBKNYM= 21/07/2017 15:18
TKOOS_1 [ Whessoe WM550 Simulator [ o WISELTUBYpd1w3xDpwCaUSkwhil 5=
TKO09_1 Enraf 811 Simulator o 9 QtLsxdapRiefaqZt1x+Ajmeacug=
Tko10_t L8J MCG2000 Simulator o 0 | nTsFtvobspruTurFesqunTRbAk=
TKO11 1 L8J MCG2000 Simulator o 0 | ksuge13zpbcikesbLers/mLrzvi=
TKO12_1 Enraf 990 simulator o 12 HTKQS6y 46 1KGYBIESENSPQTeABk=
TKO13 1 [GPE 31423 Simulator 1] 0 FPEPWOUZDZMNBATUCK+SOME/ Nibi=
TKO14_1 [Saab REX Simulator 1 L] zm85JROkYuhggflldIDnellxyl=
TKO15_1 Modbus TG Simulatar 1 0 SXPRIp892bXi 2pX79C THHORMNAY =
TKO16_1 Enraf 873 Simulator 0 16 YkiwCjtFhDvTbC1Sschxy/zibdw
TKO17_1 Saab REX Simulatar 1 [ E/coCiLjlCmviZBobI96EpSXXAS=
TKO18_1 Enraf 854 Simulatar 0 18 vuInfudaephhg2oRngeTauien1g=
TKO19_1 |GPE 31422W Simulator o o umGrxOMh?C81gbsqEkkTkW+Gtrd=
TK020_1 Enraf 854 Simulator o 20 70GNDMLhXRBASpruMmk+76FCt6s:
Report Printed: 21 Jul 2017 15:24:39 Client STDEWINDER Page 1of 1
|Current Page No 1 Total Page No.: 1 Zoom Factor: 100%

NXA85_WM_196

9.1.5 Tank Configuration Seals Report

Open the Weights and Measures — Administration screen. Select the Seal Tank
Configuration icon from the view menu and select either Print or Preview.
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A% Weights and Measures Administration
Certificate View Seal Help

isara

Current Certificate

NXA85_WM_197

® 1ank Configuration Seals

e &

NXAB5_WM_198

The report lists the tanks alphabetically in ascending order of tank ID. Any tanks that have
weights and measures seals applied are indicated with seal symbols in the left hand column.
There can be up to 4 seals per tank, one for Level (Left hand side), one for Temperature (Left
hand side centre), one for Inventory (Right hand side centre) and one for Manual Data (Right
hand side). The date the tank was sealed is given.

Aswith the Audit Trail report, the Tank Configuration Seals report will be printed directly
to your default printer.

You can select an alternative printer by printing the report from the previewer but again
there is no option to select the individual pages to print.

= Print Preview
& Nnome-
Tank Gauging
Weights and Measures
Tank Configuration Seals
L/T/1/MD Tank ID Digest Date Sealed
’ TKOO1 F§77HaSBELVGAMPZRRKRSHT 1S = 21/07/2017 15:28
TKO02 HESCHZ 1D1yX0VXCigus+zvhXiVs= 20/07/2017 09:10
’ ’ ' TK0O3 bLa1KBXMIIN1KE3TrGxQMaBHK= 21/07/2017 15:29
TKoO4 BtQbajEXGASATXWL7SNMIrOTZkU= 20/07/2017 00:10
TKOOS ErOVXBULKFS IUBMBRNXVE 7 TU78 5=
K006 THALBY Y SGImSIWSUS F Zm8 7K YOw=
TKOO7 0050CC JUVRAT1AQY 1MSMEG29VAC =
TK0O8 STQVQIXQTI0CChBQrmoh0ZKexQ=
TK009 yIwdBMrs jO+ tChvkV1x3SeqaFGo=
TKO1D 9pINCDIpRkrbbyhl A425160413F=
TRO11 fh/raxdzsERbUigOBZATEFYOVEU=
TKO12 ZFQCAQOVTUNIPOIAKWIUQHOMDSU=
TKO13 JGV@BG1VEIi+GTWVOgqPTXABKGVY =
TKO14 LYL@MraFEpm29TTyZPES1IIdkEY=
TKO1S Wj1zgeCWufsZoHbaswIzBAlcLcT
TKO16 AbUB+SA9DT/ pzxrM7 raS80QZyEM
TKO17 OANTVOzmxUdN IME+buduay udFOw=
TKO18 0L0agCopT+GKOUEHPAZGTKY 7 js=
TKO19 dha$ICngZIFmLQTUPKFRoER2e3k=
TK020 WENYUT g150nZxalSFSE6YX8x iU
Report Printed: 21 Jul 2017 15:32:00 Client SIDEWINDER Page 1of 1
Current Page No.: 1 Total Page No: 1 Zoom Factor: 100%
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9.1.6  Bulk Print Reports

It is also possible bulk print selected reports directly from the main Weights and Measures
administration screen. To bulk print reports click the reports button g in the toolbar. This
will display a screen allowing selection of the required reports.
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= Reports &
Print Reports
[ Audit Trail

[] Software Seal
[ Tank Capacity Table Seals
[_] Gauge Configuration Seals

[_] Tank Configuration Seals

Cancel

NXA85_WM_201

Tick one or more reports to be printed and then click the OK button. The printer selection
dialog will then be displayed to allow selection of the printer to which the reports are to be
printed. There is no preview facility. When the Print button is clicked, the selected reports
will all be printed.

9.2 Stock Reports

There is a standard set of reports that accompany the Tankvision Professional application.
These can be viewed or printed from the home page or scheduled from the Report Scheduler
Service and may be spooled to any printer connected to the PC.

For reports to comply with Weights and Measures approval they may only be printed on a
secure printer. An Eichprinter utility has been introduced to meet these requirements. The
utility will be operated from the command line, where the name of a report template, the
COM port and any parameters required by the template will be passed in.

9.2.1 Configuring a Report Template

The report template is an XML based document. It can be easily created or edited using
‘Notepad" or a similar application.

The template consists of the following elements:
<template>

<page>

<filters>/<filterBool>/<filter> (optional)
<header>

<detail>

<footer>

<text>

<field>

<template>

The document element for the report template. All other elements are contained within this
element.

<page>

There is always exactly one "page" element in the template, it is used to define the size of the
paper among other details.

Attribute Description

horizontal Width of the page in chars (e.g. 132)
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Attribute Description

vertical Height of the page in lines (e.g. 88)
leftMargin Offset applied to left-most field positions
rightMargin Offset applied to right-most field positions
topMargin Offset from top of page in lines
bottomMargin Offset from bottom of page in lines

<filters>/<filterBool>/<filter>

There may be one ‘filters’ element in the template. It defines the parameters that the report
takes and how they apply to the data set. If the filters element is missing or empty it is
assumed that there are no filters to be applied to the report and all tanks will be output.
There can be a single <filterBool> or <filter>element within <filters>.

A <filterBool> must contain 2 <filter> elements, although each filter may be replaced with
a filterBool. In this way several filter elements can be contained within one <filters>
element.

<filterBool> defines how the filterBools and filters it contains are combined applying either
“or” or “and” logic.

<filterBool>
Attribute Description
operator Either “And” or “Or”

There can be any number of <filter> elements within <filterBool>.

<filter>
Attribute Description
id Unique name for the filter - this will be used to identify the parameter values from
the command line
mode Either exclude or include
type One of Tank, Shape, Product or Group
<header>

The header section defines the top lines of the report and is repeated on every page. The
header section contains a height attribute that defines the number of lines the header
section will fill. The layout of the data within the header will be defined by a number of
<field> and <text> elements.

<detail>

The detail element describes the layout of the data that will appear in the body of the report.
A detail row is repeated once for every tank in the data set. The detail row includes a height
attribute so can consist of more than one line of data if required.

<footer>

The footer section is similar to the header section except it is repeated at the bottom of each
page. The vertical height available on the page for details is reduced by the size of the header
and footer lines.
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<text>

A text object can be placed in either the header, footer or detail sections and describes a fixed
piece of text that will appear on the report.

Attribute

Description

X

Horizontal position of field (zero-based, negative values indicate that the horizontal
position is offset from the right of the form).

Vertical position of field (zero-based, negative values indicate that the position is
offset from the bottom of the field. Note that negative values are only appropriate
for the footer.

Alignment

Left, Right, Centre - default is Left.

Width

The number of character positions occupied by the field.

wrapText

1 - text overrunning the width of the field is moved on to the line below.
0 - text is truncated by the width of the field.

<field>

A field object describes a piece of data that will be displayed on the report. Field objects can
be placed in the header, footer and detail sections.

Attribute

Description

X

Horizontal position of field (zero-based, negative values indicate that the horizontal
position is offset from the right of the form).

Vertical position of field (zero-based, negative values indicate that the position is
offset from the bottom of the field. Note that negative values are only appropriate
for the footer.

Alignment

Left, Right, Centre - default is Left.

Width

The number of character positions occupied by the field.

wrapText

1 - text overrunning the width of the field is moved on to the line below.
0 - text is truncated by the width of the field.

ﬂ Numeric fields cannot be wrapped and will be replaced with asterisks.

fieldName

One of the field names from Appendix: Data Fields (detail section) or Appendix:
Report Fields (footer and header sections)

Example Template

The example below defines a report that will provide Product Level, Temperature and
Gauged Volume data for specified tank IDs OR tanks containing specified products.

The page height is set to 35 lines less 4 lines for the header and footer. This leaves 31 lines
per page for details. The details height is 5 lines so we can fit the details of 6 tanks onto a
single page (6 x 5 =30 lines). The remaining line is ignored as details sections will not be

split across pages.
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| Example Report - chte_padl - P ‘ "_ ~ -::' ) |

File Edit Format View Help

Hemplate>
<page horizontal="88" vertical="35" leftMargin="0" rightMargin="0" topMargin="2" bottomMargin="2">

<filters=
<filterBool operator="0r">
<filter id="ProductName" mode="include" type="Product"/>
<filter id="TankName" mode="include" type="Tank"/>
<ffilterBool>
<lfilters=

<header height="2"=
<field X="45" Y="0" Alignment="Left" Width="15" wrapText="0" fieldName="ReportDate"/>
<field X="60" Y="0" Alignment="Left" Width="15" wrapText="0" fieldName="ReportTime"f>
</header>

<detail height="5">
<text X="40" Y="0" Alignment="Left" Width="10" wrapText="0" Value="Tank ID:"/>
<field X="51" Y="0" Alignment="Left" Width="7" wrapText="0" fieldName="Tankld"/>
<field X="59" Y="0" Alignment="Left" Width="20" wrapText="0" fieldName="TankShape"/>
<text X="40" Y="1" Alignment="Left" Width="15" wrapText="0" Value="Product Level:"/>
<field X="56" Y="1" Alignment="Right" Width="12" wrapText="0" fieldName="ProductLevel"/>
<text X="40" Y="2" Alignment="Left" Width="15" wrapText="0" Value="Temperature:"/>
<field X="56" Y="2" Alignment="Right" Width="12" wrapText="0" fieldName="ProductTemperature"/>
<field X="69" Y="1" Alignment="Left" Width="5" wrapText="0" fieldName="LevelUnit"/>
<field X="69" Y="2" Alignment="Left" Width="5" wrapText="0" fieldName="TemperatureUnit"/>
<text X="40" Y="3" Alignment="Left" Width="15" wrapText="0" Value="Gauged Volume:"/>
<field X="56" Y="3" Alignment="Right" Width="12" wrapText="0" fieldName="GaugedVolume"/>
<field X="69" Y="3" Alignment="Left" Width="5" wrapText="0" fieldName="VolumeUnit"/>
</detail>

<footer height="2">
<field X="50" Y="1" Alignment="Left" Width="2" wrapText="0" fieldName="PageNo"/>
<text X="52" Y="1" Alignment="Left" Width="1" wrapText="0" Value="/"/>
<field X="53" Y="1" Alignment="Left" Width="2" wrapText="0" fieldName="PageCount"/>
<ffooter=>
<lpage>

=<ltemplate=

7|

The image below shows the results obtained from the Demo Database if the input
parameters are

Tank = TK001 & TK003 and

Product = LPG.

NXA85_WM_098
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-
| Example Report Results - Notepad =nre

File Edit Format View Help

24002214 1213

Tank ID: TKO01 Vertical Cylinder
Product Level: 1,500M mm
Temperature: 2429°C
Gauged Volume:  15,000.000M m?

Tank ID: TKO002 Sphere
Product Level: 7,677 mm
Temperature: 178°C
Gauged Volume:  7,677.000 m*

Tank ID: TKO003 Vertical Cylinder
Product Level: 1,081 mm
Temperature: |19.[}2 °C
Gauged Volume: 10,810.000 m*

Tank ID: TKO008 Sphere
Product Level: 5,500 mm
Temperature: 18.60 °C
Gauged Volume: 5,500,000 m*

Tank ID: TK016 Sphere
Product Level: 5,000 mm
Temperature: 18.60 °C
Gauged Volume: 5,000,000 m*

m .
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9.2.2  Selecting Output Method

When printing, it is not possible to specify a printer. Instead the COM port that the printer
is connected to and the serial communications parameters must be specified in the
command line when printing a report. The default communications parameters are 9600
baud, Even parity, 7 bits, 1 stop bit.

When exporting a report to file the filename and path will replace the COM port and
communications parameters.

Whether printing or exporting to file the executable to be run is
Weights.And.Measures.Reports.exe. This executable can be found in the directory in
which Tankvision Professional is installed.

Other command line parameters that must be specified are the Report template path and
filename and any parameters mentioned in the template.

Parameter Necessity Description

-t xxxX Mandatory Use template file xxxx to format the report.

-0 yyyy Optional Output to device yyyy, where yyyy is a serial port on the computer
(e.g. COM1).

Cannot be specified with -f.

-f zzzz Optional Output to file zzzz, where zzzz is the path to the output file.
Cannot be specified with -o.

[Parm1=Value| Optional Report parameters are defined by the report template.
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So in the example above, to print the report from a template saved on the C: drive and
requiring data on products DERV and LNG with additional tank TKOO3 the command line
instruction would be:

Weights.And.Measures.Reports.exe -t "C:\Example Report.xml" -0 "COM1, 9600, E, 7,
1" ProductName="DERV, LPG" TankName="TK003"

And to export the same report to file the command would be :

Weights.And.Measures.Reports.exe -t "C:\Example Report.xml" -f "C:\Example
Report.txt" ProductName="DERV, LPG" TankName="TK003"

Where "C:\Example Report.txt" is the path and filename of the file to be saved.

9.3 Scheduling Reports

It is not possible to schedule report printing using the command line, however the Report
Scheduler Service in Tankvision Professional can be used for this purpose.

Right click the Tankvision Professional Service Manager icon in the system tray and select
Report Scheduler Config.

Tankvision Professional Service Manager Trending Service

Device Cormmand Service

Backup Service

Report Scheduler Service - Running | Report Scheduler Service

| Event Server Service

| Report Scheduler Config .
RTDE Accessor

Service Account Config |/\

Messaging Service

v | Start .
Movements Service

stop License Service

* v v v v wv | wv| v ¥ ¥

Janus Web Server e (e W
= % 0

NXA85_WM_100

In the Properties window right click Default to add a Batch.
Right click Batch to add a report and select the saved .xml report template.

@ Report Scheduler Properties @ Report Scheduler Properties
...... D =] | Batch P

L. Af Rename Area
Rename Batch

Delete Batch

Add Report

Add Report Document

Add Report Data

Add Trigger 3
Lock Batch

Add Batch

Transaction Log

NXA85_WM_101

Configure the report settings:

= General Settings - Ensure that Print Enabled is marked as True. Set the remaining
settings as required.

s COM Parameter Settings - Select the COM port connected to the secure printer. Set the
communications settings to 9600 baud, Even parity, 7 bits, 1 stop bit.

s Parameter Settings - The parameters used by the report template will be shown. Enter
the required parameters for the report, separate multiple parameters by commas.
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@ Report Scheduler Properties

Endress+Hauser (2] | = | & 3]

------ D Default Area
@ Batch
B Example Report
-
COM Parameter Settings
Parameter Settings

Default Area -> Batch -> Example Report -> General Settings
Print Enabled { True )

Export Enabled False
Date Stamp Export False
Time Stamp Export False

@ Report Scheduler Properties

Endress+Hauser (2] | = | & 3]

------ D Default Area

(5] Batch

Example Report
General Settings

»
Parameter Settings

Default Area -> Batch -> E le Report -> COM Parameter Setting

COM Port

Baud Rate
Parity:

Data Bits:
Stop Bits:

@ Report Scheduler Properties

Endress+Hauser (2] [ = || = [

- D Default Area

Batch

Example Report

General Settings

COM Parameter Settings

Default Area -> Batch -> Example Report -> Parameter Settings
ProductMame=

TankMame=

Right click Batch to add a trigger for the report.
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@ Report Scheduler Properties
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Rename Batch
Delete Batch
Add Report

Add Report Data
Add Trigger
Lock Batch

Add Report Document

| | Batch Print Settings

“==rinter

i'y Printer

Interval Trigger
Hourly Trigger
Daily Trigger

Weekly Trigger
Meonthly Trigger

Run Once Trigger
Batch Component
Represents a batch of reports which are all triggered at the same time.
Right click on this node to add reports, report documents and report
triggers.

oK || Cancel || Apply

9.4 Direct Printing of Reports

To simplify the printing of reports it is possible to configure buttons for “On Demand”
printing from SCADA screens or the Home Page.
Any such reports will have fixed parameters which are set when the button is configured.

9.4.1

Adding Buttons to the SCADA Screens

NXA85_WM_103

Open Design mode for the required SCADA screen and Right click in an empty space to open

the context menu.
Select Add Item — Add Button.
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Text
Units
Pl Back Colour »
[ Addiem v AddLabe
By Copy Add Picture
@ Paste | Add Button
Select All Add Command Button
Filter Forms 3 Add Group
Add Data 3
Resize to fit Add Flood v
Save Add Alarm
Add Tank Picture
Add Valve
Add Pump

Add Data Entry
Add IO Data Entry

NXA85_WM_104

Select the new button object and right click to add the Weights and Measures Reports printer
executable.

CustomContr
ol 00001 Text
| Executable
Arguments
Visibility 3
Picture 3
Font
Align 3
Colour 3
Order 3
By Copy
B Paste
¥ Delete

NXA85_WM_105

The Weights.And.Measures.Reports.exe file can be found in the Tankvision Professional
installation directory.

It is also necessary to pass the following arguments to the executable:
s The path and filename of the Report template.

= The output method, — [ 63.

= Any filter parameters required by the report template.

Select the button object and right click to set the arguments to pass to the executable. In the
Arguments window type a single string containing the data detailed above.
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CustomContr
ol 00001 Text

Executable

| Arguments

Visibility »

Picture 3
Font

Align 3
Colour 3

Order 3

By Copy
B Paste

¥ Delete

NXA85_WM_107

Arguments: oK

|-t "C:\Example Report xml" o "COM

( [ Arguments ﬁ ]
Cancel

NXA85_WM_108

For the example (— [2 63) the Arguments string would be:
-t “C:\Example Report.xml” -0 “COM1, 9600, E, 7, 1” ProductName="DERV, LPG”
TankName="TK003”

The button itself can be customized for Text, Picture and Colours in the normal way.
Once the button has been configured Exit and save the SCADA design window.
Simply open the SCADA window and click the button to print the report.

9.4.2  Adding Buttons to the Home Page

There is a file called HomePage.Toolstrips.xml in the Tankvision Professional directory
which defines the layout of the menus and toolstrips on the tank gauging home page. This
can be edited to add buttons to any of the menus and toolstrips.

Errors may affect normal operation

Any errors made when editing this file may affect the normal operation of the Menus and

Toolstrips.

» Take extreme care when editing this file.

» Itis recommended that a backup of the file is taken before modifying the contents and
changes are only made by persons experienced in editing XML files.

Edit the HomePage.Toolstrips.xml using an application such as Notepad to add buttons to
a toolstrip.

The information for the toolbars are is held in <ToolStrip> nodes and similarly menu
information is held in <ToolStripMenultem> nodes.

Items defined as <LaunchExeButton> nodes cause a Windows executable file to be launched
when clicked so can be used to add a Print Report button to the Home Page.

Select where the button is to be situated (The recommended site is the ShortcutBar) and add
a <LaunchExeButton> node.

The node must have the following attributes:

= ToolTipText - The text to be displayed in the tooltip for the toolbar item. If this is omitted
or left blank, no tooltip will be displayed. Strings which begin and end with a ‘#’ are used
to locate language strings in text.xml, if the string entered does not have ‘#’ symbols
around it then the value for this attribute is displayed as entered.
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s Exe - The executable file to be run when the toolbar item is clicked. This must be
Weights.And.Measures.Reports.exe. The file is located in the Tankvision Professional
directory.

= Args - The arguments for the report. The whole argument must be enclosed by double
quotes and filenames for the report template.and export destination may not contain
spaces.

Example: Args="-t C:\ExampleReport.xml -o COM1, 9600, E, 7, 1 ProductName=DERYV,
LPG TankName=TK003”

= ImageFile - The name of the .ico file to be used as the icon on the toolbar button. This file

must be located in the icons subdirectory under the Tankvision Professional directory.

<ToolStrip Name="shertcutBar" GripStyle="Visible" Text="#&Shortcut_Bar#" ImageScalingsize="32,32">
<OwnerDelegateButton ToolTipText="#Tank_Groups#" Method="MaintainTankGroups" ImageFile="icoTankGroups.ico" />
<LaunchExeButton ToolTipText="#Single_Tank_Overview#" Exc="Single Tank.exe" Args="SingleTankOverview.sto" ImageFile="icoSingleTankOverview.ico" />
<LaunchExeButton ToolTipText="#Grid_View#' Exe="GridView.exe" ImageFile="icoGridVi
<LaunchExeButton ToolTipText="#Real_Time_Trending#" Exe="TrendViewer.exe" Ar: alTime' ImageFile="icoRealTimeTrending.ico" />
<LaunchExeButton ToolTipText="#Historical_Trending#" Exe="TrendViewer.exe’ Args="Historical’ ImageFile="icoHistoricalTrending.ico" />
<LaunchExeButton ToolTipText="#Historical_Trending_(Table)#" Exc="TrendViewer.exe' Args="Table" ImageFile="icoHistoricalTrendingTable.ico" />

o' />

<LaunchExeButton ToolTipText= " Exe=" Client.exe" ImageFile= ico” />
<LaunchExeButton ToolTipText="#Inventory_Calculator#" Exe="Inventory.C. .exe" ImageFile=" v ico” />
<LaunchExeButton ToolTipText=" |_Data#" Exe= " ImageFile="icoManualData.ico" />

<LaunchExeButton ToolTipText="#Reports#’ Exe="Reports.exe" ImageFile="icoReports.ico’ />

<LaunchExeButton ToolTipText="#Event_Viewer#’ Exe="EventViewer.exe' ImageFile="icoEventViewer.ico" />

<LaunchExeButton ToolTipText="#Element_Temperature_Viewer#' Exc="ElementTemperatureViewer.exe" InageFile="icoElementTemperature.ico’ />

<LaunchExeButton ToolTipText="#Single_Profile_Viewer#" Exe="SingleProfileViewer.exe’ ImageFile="icoSingleProfile.ico" />

<launchExeButton ToolTipText="Printer Report’ Exe="Weights.And.Measures.Reports.exe’ Args="-t C:\ButtonReport.xml -f C:\result.txt Product=DERV" ImageFile="Printer.ico" />
</ToolStrip>
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The file must be saved as a .xml file and the Home Page closed and reopened to read the new
configuration. The extra button(s) should now be visible and clicking this will run the report.

@ Tankvision Professional

File  View Configuration Tools Admin  Security

-

) TKDO1
s DERV

NORMAL™

MEMD D

# 5,000 mm # 18.60 °C

5,000.000 m?

-

) TKDOS
s DERV

NORMAL™

o
E,
[al
bl
=
i
2
[a]
£
F
£
=
E
=
H
2
£
a
£
F
£
=
E
7
5
]
E|
[a]
£
F
£
=
E

5,000 mm 18.60 °C

5,000.000 m?

-

) TKD09
s KERO

3
)
=
L]
I
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10 Appendix A - Server Configuration

For a secure, encrypted connection to be established with the SQL Server database on the
server machine it is necessary to set a certificate to be used for encryption on the database.
There are potentially a number of steps that need to be performed to achieve this.

10.1 FQDN (Fully Qualified Domain Name)

The server machine must have an FQDN (fully qualified domain name). If the machine is a
member of a domain it will already have an FQDN. However, if the machine is a member of
a workgroup it will be necessary to either join a domain or set a primary DNS suffix.

The steps to do this depend upon the version of Windows that is being used. It is assumed
that anyone attempting this is competent enough to be able to deal with the variations
within newer versions of Windows. In Windows Server 2008 setting the FQDN can be done
by opening the Windows Control Panel and navigating to the 'System’ page:

. =10x|
‘Q” - L)v |_u + Control Panel ~ System and Security + System - (& I Search Control Panel L”ﬂ
(7
Control Panel Home View basic information about your computer
,EE, Device Manager Windows edition
Iﬁil Remote settings Windows Server 2008 R2 Standard
o

Copyright © 2009 Microsoft Corporation. All rights reserved.

'{“;' Advanced system settings
Service Pack 1

System
Processor: Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz 1.90 GHz
Installed memory (RAM): 6,00 GB
System type: 64-bit Operating System
Pen and Touch: Mo Pen or Touch Input is available for this Display

Uy

Computer name, domain, and workgroup settings

Computer name: MUSTAR-SVR.2 '&'Change settings
Full computer name: MNUSTAR-SVR 2.sedbury.mht-technology.co.uk
Computer description: Mustar-SVR2
Workgroup: WORKGROUP
See also Windows activation
Action Center Windows is activated

Windows Update Product ID: 55041-507-6120964-84443  Change product key

NXA85_WM_203

On this page, click the Change settings option. This will bring up the system properties
screen:
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Computer Name | Hardware | Advanced | System Protection | Remote

EA'I Windows uses the following information to identify your computer
== onthe network.

Computer description:

For example: "Kitchen Computer” or "Mary's
Computer”.

Full computer name: DOBEBINE4 sedbury mhttechnology.co uk

Domain: sedbury mht+echnology.co uk

To use a wizard to join a domain or workgroup, click
Network 1D. Network ID...

To rename this computer or change its domain or

workgroup, click Change. Change...

NXA85_WM_204

Click on the Change... button. This will bring up the Computer Name/Domain Changes
screen:

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
DOBBING4

Full computer name:
DOBEINE4 sedbury mhttechnology.co uk

Member of
(®) Domain:
sedbury mht+echnology.co uk

() Workgroup:

NXA85_WM_205

To join a domain, ensure that the 'Domain’ option is filled and enter the name of the domain
to which the machine is to be joined. Then click the OK button. To set the Primary DNS Suffix
click on the More... button.

This will bring up the DNS Suffix and NetBIOS Computer Name screen:
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Primary DNS suffix of this computer:

Change primary DNS suffic when domain membership changes

NetBIOS computer name:
DOBBING4

This name is used for interoperability with older computers and services.

oK Cancel

NXAB5_WM_206

Enter the new Primary DSN suffix for the computer and then click the OK button.
When these settings have been changed it is necessary to restart the machine before
continuing.

10.2 Obtaining a Certificate

Once the server machine has an FQDN it is necessary to obtain a certificate which can be

used by SQL Server. The certificate must satisfy these conditions:

= The certificate must be either in the local computer certificate store or the current user
certificate store.

= The certificate must be meant for server authentication. This requires the Enhanced Key
Usage property of the certificate to specify Server Authentication (1.3.6.1.5.5.7.3.1).

= The certificate must be created by using the KeySpec option of AT_KEYEXCHANGE.

= The subject property of the certificate must indicate that the common name (CN) is the
same as the host name or fully qualified domain name (FQDN) of the server machine.

It is possible to check if a certificate already installed on the machine is suitable to be used
to encrypt the connection. To do this, open a command prompt as an administrator and type
the following:

CERTUTIL -v -store —user “my” “name” > “path”

This will dump the certificate details from the current user certificate store. To dump the
certificate details from the local computer certificate store omit the —user switch. The
“name” parameter is the name of the certificate for which details are required. If this is
omitted, details of all certificates in the specified store are output. The “path” parameter is
the full path of the file to which the details are to be dumped. Once the command has been
run open the output file and check for the following details:

The NotBefore date/time must be prior to the current date/time and the NotAfter date/time
must be after the current date/time.

The subject must indicate that the common name (CN) is the FQDN of the server machine.
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HotBefore: 0170172000 01:00
HotRfter: 01/01/203% 01:00

Subject:
CH=DOBBIN&4 . sedbury. mht-technology.co.uk

CERT_KEY DROV_INFO_DROP_ID(Z):
Eey Container = Tank Farm Rutomation

Unique container name: b450aZ&74638d620f€£Ae3375244744b_£4057d75-4256-40875-bb35-
a46fBebelTE2

Provider = (null)
ProviderType = 1
Flags = 20 (32)
CRYDT MARCHINE FEYSET -- 20 (32}
KeySpec = 1 -- AT KEYEXCHENGE
CERT_ENHKEY USAGE_PROP_ID(3):
Enhanced Hey Usage

Server Ruthentication (1.3.6.1.5.5.7.3.1)

NXA85_WM_207

The key container must include the KeySpec of AT KEYEXCHANGE. The enhanced key
usage must either be absent completely or include Server Authentication.

If there is not a suitable certificate installed on the machine it is necessary to install one. If a
suitable certificate is available it can be imported into the certificate store, otherwise it is
necessary to obtain a certificate either from a certification authority (recommended) or
generating a self-signed certificate.

10.2.1 Importing a Certificate

The easiest way to import a certificate is to use the Microsoft Management Console (MMOC).
Press the Windows Start button and type MMC:

Programs (1)
E mmc

4+ See more results

mmc x | | Shut down | » |

NXA85_WM_208

Select mmc. The Microsoft Management Console will be launched:
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Consolel - [Console Root]

ﬁ File  Action View Favourites Window Help B@E
| Console Root MName Actions
There are no items to show in this view. Console Root -
More Actions »

NXA85_WM_209

Open the File menu and select Add/Remove Snap-in.... The ’Add or Remove Snap-ins’
screen will be displayed:

Add or Remove Snap-ins

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Snap-n

=] ActiveX Control
Authorizah’on Manager
b Ce ficates |

A Compeonent Services
;{'Computer Managem...
ﬂDevioe Manager

=4 Disk Management

4] Event viewer

|| Folder

_EJ Group Policy Object ...
aiHyper—\c' Manager

3, 1P Security Monitor
&, 1P Security Palicy M...

Vendor

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft and...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

Add =

Description:

Selected snap-ins:

| console Root

Edit Extensions...

Remove

Move Up

Move Down

Advanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

care
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Select the Certificates entry from the list of 'Available snap-ins’ and click the Add > button:
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Certificates snap-in

This snap-in will always manage cerificates for:

Service account

() Computer account

< Back Cancel
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Select the certificate store into which the certificate is to be imported (either "My user
account’ or ‘Computer account’. Do not select 'Service Account’. Click the Finish button.
Then click OK on the Add or Remove Snap-ins screen. The Certificates snap-in will now be
present in the console:

Console1 - [Console Root\Certificates - Current User\Personal\Certificates] = B

File Action View Favourites Window Help
o= sEalc:z HE
| Console Root

4 Certificates - Current User —
-P;u “| Personal Certificates -

| Certificates More Actions »

| Trusted Root Certification Authoritic
~| Enterprise Trust

- || & =%

Issued To ‘ Issued B|| Actions

| Intermediate Certification Authoritie
~| Active Directory User Object

| Trusted Publishers

| Untrusted Certificates

~| Third-Party Root Certification Authg
| Trusted People

| Client Authentication |ssuers

| MSIEHistoryJournal

| Smart Card Trusted Roots

< > <€ >

Personal store contains 4 certificates.
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Expand the tree in the left-hand pane and then select the Personal/Certificates entry. From
the Action menu select All Tasks and then Import...:
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= Consolel - [Console Root\Certificates - Current User\Personal\Certificates] = =
ﬁ File | Action | View Favourites Window Help B@E
= = || All Tasks 3 Request New Certificate...
-
[ Cons Mew Window from Here SEBCIE d B|| Actions
4 g - - -
Eﬁ:}‘ New Taskpad View... Advanced Operations v deril | Certificates ~
- 1 ellenden) ellender More Actions »
Refresh &/ John Ellenden UTN-US
[»
= Export List... i SEDBURY \ellendenj SEDEUR
> 1
> 1 Help
: | TACIVEDITECTOTY USEr U et
= || Trusted Publishers
> || Untrusted Certificates
> [] Third-Party Root Certification Authg
> [] Trusted People
» || Client Authentication lssuers
> [] MSIEHistoryJournal
> || Smart Card Trusted Roots
£ > € >
Contains actions that can be performed on the item.
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The Certificate Import Wizard will be launched:

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
® Current User

Local Machine

To continue, dick Next.

Cancel
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Click the Next button.
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(©) 2 Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

| | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Seriglised Certificate Store ((55T)

Ganel
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Enter the full path of the certificate file to be imported, or click the Browse... button and
select the file. Click Next:

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

Certificate store

| Personal

NXA85_WM_216

Choose to place the certificate in the Personal certificate store and then click Next.
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Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

‘fou have spedfied the following settings:

Certificate Store Selected by User JREENVE

Content Serialised Certificate
File Mame Banderitos.cer

NXA85_WM_217

Check that all the details are correct and then click the Finish button. The certificate will
then be imported.

10.2.2 Obtaining a Certificate from a Certification Authority

To obtain a certificate from a certification authority (such as Comodo, Verisign or Thawte) it
is necessary to supply them with a request file. The easiest way to generate a request file on
Windows without installing IIS is to use the CertReq utility. CertReq takes the details
provided in a configuration file and uses them to generate a request file. The configuration
tile should be created with an INF extension and contain the following:

[NewRegquest]

Subject = "C=GB, ST=North Yorkshire, L=Richmond, O=MHT
Technolegy Ltd., OU=Engineering, CN=DOBBINE4.sedbury.mht-
technology.co.uk"

Exportable = FALSE

FeyLength = 2048

FeySpec = AT_REYEXCHANGE

FeyUsage = 0Oxal

MachineReySet = TRUE

ProviderName = "Microsoft RSA SChannel Cryptographic Provider"
ProviderType = 12
[EnhancedReyUsageExtension]
0ID=1.3.6.1.5.5.7.3.1 ;Server Authentication

NXA85_WM_218

The ‘Subject’ entry should be modified to include the relevant company details etc. The ‘CN=’
part must match the FQDN of the server that is to be certified. In theory the other parts in
the subject entry are optional, but the certification authority will probably insist that they are
present. Possible parts are:

X509 Field Description
C= 2 character country code (e.g GB, DE, US)
ST= Area/Region/District/County (e.g. North Yorkshire, Westphalia)
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X509 Field Description

L= Location

0= Organisation

ou= Organisational Unit

CN= Canonical Name (Fully Qualified Domain Name)

Once the INF file has been created a request file can be generated by using the CertReq
utility. Open a command prompt as an administrator and then type:

CertReq —new certreq.inf request.req

Where certreq.inf is the full path to the INF configuration file and request.req is the full path
of the request file to be generated. The request file produced can then be submitted to a
certification authority to produce a certificate for the server. How this is done depends on the
certification authority and what checking they require to certify your server. At the end of
the process the certification authority will provide a cer certificate file which can be imported
into the system as described in the previous section.

10.2.3 Creating and Installing a Self-Signed Certificate

To create a self-signed certificate it is necessary to have MakeCert.exe installed on the
machine. This is a Microsoft tool found in the Microsoft SDK. To create a self-signed
certificate and install it in the certificate store open a command prompt as an administrator
and type the following:

Makecert -r —pe —-n “CN=DOBBIN64.sedbury.mht-technology.co.uk” -b 01/01/2000 -e 01/
01/2036 -eku 1.3.6.1.5.5.7.3.1 -ss my —sr localmachine -sky exchange -sp “Microsoft RSA
SChannel Cryptographic Provider” -sy 12

The machine name referenced in the common name (CN) value should be the FQDN of the
server machine to be certified.

10.3  Specifying a Certificate for SQL Server

From the Windows Start menu select All Programs — Microsoft SQL Server xxxx —
Configuration Tools — SQL Server Configuration Manager. The SQL Server Configuration
Manager utility will be launched:

File  Action View Help
L NEY

@EL Server Configuration Manager (Local) | ltems

E 5QL Server Services B 0L Server Services
8 SOL Server Network Configuration (32bit . .
= K X X R ﬂ SOL Server Metwork Configuratio...
.. SOL Mative Client 10.0 Configuration (321 SOL Native Client 10.0 Confi
=2 ative Client 10.0 Configura...

ﬂ SQL Server Network Configuration
,, SOL Native Client 10.0 Configura...

> ﬂ SOL Server Metwork Configuration
.. SOL Native Client 10.0 Configuration
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Expand the entry for SQL Server Network Configuration and select the Protocols for
MSSQLSERVER entry:

78 Endress+Hauser



Tankvision Professional NXA85 - Weights and Measures Appendix A - Server Configuration

Endress+Hauser

File  Action View Help

e zH|EB6=H

‘@ SQL Server Configuration Manager (Local) Protocel Mame Status

W Shared Memory  Enabled
¥ Mamed Pipes Disabled
W TCR/IP Enabled

B SOL Server Services
ﬂ SQL Server Metwork Configuration (32bit,
> .. SQL Mative Client 10.0 Configuration (321
a ﬂ SQL Server Network Configuration
[z Protocols for MSSQLSERVER|
B Protocols for SOLEXPRESS
.. SQL Native Client 10.0 Configuration

WVIA Disabled

NXAB5_WM_220

From the Action menu select Properties. The ‘Protocols for MSSQLSERVER Properties’
screen will be displayed:

Flags | Certfficate | Advanced

B General
Force Encryption Mo
Hide Instance Mo

Force Encryption
Turns encryption on or off for the selected instance of SQL Server.

Help
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Click on the ‘Certificate’ tab and then select the certificate to be used to encrypt the
connection. If no certificates are available in the list, then no suitable certificates have been
installed on the machine. Once a certificate has been selected click the OK button. SQL Server
is now set up to accept encrypted connections. SQL Server will need to be restarted for the
changes to take effect. Under some circumstances SQL Server will fail to start once a
certificate has been applied. If this occurs, check the event log to find the reason. If there is
an entry with an event ID of 26014 and a description similar to:

Unable to load user-specified certificate [Cert Hash(shal)
"75AA215E7A0598919032926E00DFB4EAB63A13ER"]. The server will not accept a
connection. You should verify that the certificate is correctly installed. See "Configuring
Certificate for Use by SSL"in Books Online.

it is because the Network Services account doesn’t have access to the private key containers
on the system. In this case there are two solutions. The first is to alter the SQL Server service
settings to run under the Local System account. The second (and preferred) solution is to
grant access rights to the certificate to SQL Server. To do this, open MMC and add the
Certificate snap-in as detailed in Importing a certificate. Select the certificate being used by
SQL Server and then select All Tasks — Manage Private Keys... from the ‘Action’ menu:
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Favourites  Window Help

Open

B HE

<

All Tasks

Open

Cut

Copy
Delete

Properties

~
L
=
L
=
L
=
L
=
L
=

Help

Request Certificate with Mew Key...
Renew Certificate with New Key...

|Issued B | Actions

localhos More Actions

Manage Private Keys...

Advanced Operations

Export...

More Actions

[7] Trusted People

i [7] Client Authentication Issuers

|+ (] Other People
1+ ] MSIEHistorylournal
1+ (] Remote Desktop

1+ [] Certificate Enrolment Requests

&[] Smart Card Trusted
7] Trusted Devices

7] Windows Live ID Token Issuer ¥

Roots

> <

View or change the access security settings for the certificate's private keys.

This will bring up the permissions screen for the certificate:
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Security

Group or user names:

52, Administrators (DOBBING4\Administrators)
F25-1550-163048828

ions for SYSTEM

Full control
Read
Special permissions

For special permissions or advanced settings,
click Advanced.

oKk || Ccancel
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Click the Add... button to add the SQL Server user to the list of users which have access to
this certificate:

Select this object type:

| Users, Groups or Built4n security principals

From this location:

|5edburym}‘rt-ted1nology.m.uk

Enter the object names to select (zamples):

Check MNames

NXAB5_WM_224
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In the text box type:

machine\SQLServerMSSQLUser$machine$MSSQLServer

where machine is the name of the server. Check the name. There is some variation between
versions of Windows and versions of SQL server as to the account name that SQL server
creates for its use when it is installed. If the name is not recognised try MSSQLSERVER
instead. Click OK and then click OK on the Permissions screen. SQL Server should now start
successfully.
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11 Appendix B - Client Configuration

To allow a client machine to communicate with SQL Server on the server machine using an
encrypted connection it is necessary to install the certificate on the client machine.

11.1 Exporting the Certificate

On the server machine launch the Microsoft Management Console and add the certificates
snap-in as detailed in Importing a certificate. Select the certificate which is being used by SQL
Server and then select All Tasks — Export... from the Action menu:

Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates] = =

File | Action | View Favourites Window Help - [ =

@] opn EYL]

PR=Re All Tasks ; Open Actions
‘ Cut Request Certificate with New Key... Certificates -

Copy Renew Certificate with New Key... Mare Actions 4
Eelele Manage Private Keys... DOBBIN64.sedbury.mht-technal... «
Properties Advanced Operations 3 More Actions »
Help Export...

| Trusted People

| Client Authentication |ssuers
~| Other People

| MSIEHistoryJournal

| Remote Desktop

_| Certificate Enrolment Requests
| Smart Card Trusted Roots

| Trusted Devices

| Windows Live ID Token lssuer ¥
£ > £ >

Export a certificate
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The certificate export wizard will be launched:

2 Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

NXA85_WM_226
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Click on the Next button:

(€) # Certificate Export Wizard

Export Private Key
‘fou can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

() Yes, export the private key

Cancel
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It is not necessary to export the private key. Click the Next button:

(€) # Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

) Bage-64 encoded ¥.509 (,CER)

. Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (\PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Seriglised Certificate Store ((55T)

MNext Cancel
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The default option of DER encoded binary X.509 is the option that should be used. Click the
Next button:
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(€) = Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

| | Browse...

MNest Cancel

NXA85_WM_229

Enter the full path to the file to be created, or select it using the Browse... button. Click the
Next button:

(€) = Certificate Export Wizard

Completing the Certificate Export Wizard

‘fou have successfully completed the Certificate Export wizard.

‘fou have spedfied the following settings:

Export Keys Mo
Indude all certificates in the certification path Mo
File Format DER. Encoded Binary X.509 (*.cer)

FEinish Cancel

NXA85_WM_230

Check that the details are correct and then click the Finish button. A message should be
displayed:
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Certificate Export Wizard

The export was successful,

NXA85_WM_231

Click OK. The export file will have been created at the specified location.

11.2 Importing the Certificate

Copy the exported certificate to the client machine and then click on the file using the right
mouse button and select Install Certificate:

[ = New folder - o
Home Share View [7]
/(') * T 1 « Drive.. » Newfol. v & Search New folder o
[ Favourites Name
B Desktop —aJ ppt
4. Downloads .Gpen
:.'_i Recent places Install Certificate
Open with...
L TUBSEE Perforce r
&"‘ Network Send to 3
Cut
Copy

Create shortcut
Delete

Rename

< Properties >

Titem  1item selected 603 bytes
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The Certificate Import Wizard will be launched:
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2 Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
® Current User

Local Machine

To continue, dick Next.

Cancel
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Select the Current User store location and then click the Next button:

(€) = Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

utomatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store
Certificate store:
Trusted Root Certification Authorities

Cancel
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Select the option to explicitly select the store for import and then use the Browse... button
to find the Trusted Root Certification Authorities certificate store. Click the Next button:
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@ £* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imparted after you dick Finish.

You have spedfied the following settings:

Lol R Sa GRS  Trusted Root Certification Authorities

Content Certificate

Finish Cancel

NXA85_WM_235

Check the details and then click the Finish button. A Security Warning may be displayed:

Security Warning

You are about to install a certificate from a certification authority (CA)
claiming to represent:

DOBBINE4.sedbury.mht-technology.co.uk

Windows cannot validate that the certificate is actually from
"DOBBING4.sedbury.mht-technology.co.uk”. You should confirm its
origin by contacting "DOBBING4.sedbury.mht-technology.co.uk”. The
fellowing number will assist you in this process:

Thumbprint (shal): ADSOF2EC 6F2ACOTA 46E4E6F) 4C033A0F TFFECT46

Warning:

If you install this reot certificate, Windows will autematically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk,

Do you want to install this certificate?

NXA85_WM_236

Click the Yes button. A message will be displayed:

Certificate Import Wizard

o The import was successful,

NXA85_WM_237

The certificate should now be visible in the Windows certificate snap-in and it will be
possible to encrypt the connection with the server in the Weights and Measures
Administration module.
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